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PART: Getting Started

PART 1Getting Started presents the purpose of this document, what customer infrastructure is
recommended prior to the installation of the Kno¥BTA O#Premises service, and provides an
overviewof deliverables thawill be usedduringthe installation.
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1. Introduction

1.1. Purposeof this document

The purpose of this document is to present how to plan for, install, and configure the managed DFM
Y2RdzAE S S6AGKAY (GKS OdzAaG2YSNIRDa ySiGé2N] P ¢KA& R2 Odzy
andconfigure the 3' party software, such as Docker, and provides detailed descriptions of the
commandsused toperformits installations.

This document is intendefdr the personnel who are in charge of performing the installation
Inorderto preparethe installer, this document includes thHellowingtasks:

Evaluatehe O dza (i 2 nét&otkadd hardwarefacilities

Introducewhich moduleswill beinstalledto providethis service

Explainthe installflow with DFMModules

Explairhow to configurethe installedDFMModuleswith the properconditions

Y— Y= Y= 44— Y

Explairhowto test ifthe installedDFMModulesarerunningasexpected
The server infrastructure, hereafter referred toBEM Moduleg g Af f 6S Ayadlff SR 2\
side by Samsurig servicethe KnoxXEFOTA O+fPremisesnvironment.

ik ttFdA2ye F2NJ GKA&A Ayadlttlaa

2§ NBO2YYSHIRE & ¢IK\SA
Y3 (KA & AppSNIOR. @ Becdrndzbliieghadulé fi6rA & LINER =

K2g GKS& I NB dzahi
OnsSitelnstallationby CSO/TEOU ©
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2. EnvironmentPrerequisites

This chapter presents the hardware, software and network facilities required by the DFM. To ensure
proper support of FOTAON-Premise, the service must be installed upon the following
recommendedsoftwareand hardwareinfrastructure.

The following recommended items should be prepared by the customer prior to the installation of
the Knox EFOTA OiPremiseserviceby Samsungpersonnel.

2.1. HardwareRecommended

The recommended user environment, including the network card, for th&f@mises Hardware
(H/W) requirements are as follows (the customer can choose the correct value depending on the
product type.Seed2.3 RecommendatiorPereachProductUsage 0 Y

ltems Recommended/alue Description
4 Coredsfor PoCProduct
P Above4 P
ServercpLCores bove4.or8 CPLCores Above8 Coredgsfor CommerciaProduct
16GBisfor PoCProduct
RAM 160r32GB i .
32GBisfor CommerciaProduct
1TBor 2TBSSD ForDFMModule .
Disk 1TB(PoC)2TB(CommerciaProduct)
For System region (OS and Root
256GB filesystem)
Network Card Abovel0 Ghps

Table2-1 TheHardwareRecommendedor the KnoxEFOTAOn-Premisesuserwork environment

The recommendations in the above table are the minimum specifications to run tHx€mises
Service. User performance expectations may require additional infrastructure resources that exceed
the minimumspecifications.

2.2. Software Recommended

The recommended user work environment, including the network, for thi@mises Software
(S/W)requirements areasfollows:

Items Recommended/alue Description
OperatingSystem UbuntuServerl8.04.3LTS
DockerEngine CommunityEdition(Ubuntu)
MySQLEdition EnterpriseEdition ForCommerciaProduct

Table2-2 TheSoftwareRecommendedor the KnoxEFOTAOn-Premisesuserwork environment

Referto dAppendix €  F uNthakyof softwarerecommendations.

2.2.1.0peratingSystem

By default, the DFM Server requires Ubuntu Server 18.04.3 LTS for the OS. It should be installed on
64-bit Intel x86, ARMor MIPS architecturem order to support Docker.
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2.2.2.Docker

Docker is a tool designed to make it easier to create, deploy, and run applications by using
containers. Containers allow a developer to package up an application with all of the peesi,

such as libraries and other dependencies, and deploy it as one package. By doing so, thanks to the
container, the application will run on any other Linux machine regardless of any customized settings
that machinemight havethat coulddiffer fromthe machineused forwriting andtestingthe code.

In a way, Docker is like a virtual machine. Unlike a virtual machine, however, rather than creating a
whole virtual operating system, Docker allows applications to use the same Linux kernel as the

systemii Q &

Nzy yAy3 2y FyYR 2yfe

NB lj dzA NB &

F LILIXE A OF GA2Y.

the host computer. This provides a significant performance boost and reduces the size of the
application. In this OfPremises serviceéhe Community versiorfor Ubuntu will be using Docker.
Thisversioncanbe downloadedf NR2déwnibad.docker.cons &

2.2.3.DatabasgMySQL)

The MySQL database contains all serrtated data, including device models, their IDs, and policy
dependenciesn Campaigns.

224 HTTPS

To use the httpprotocol between Samsung mobile devices and the DFM Modules, the customer
shouldpreparea DNShostname(FQDNgand public(or private) SStertificates.

2.3. RecommendatiorPereachProductusage

Knox EFOTA OifPremises has 3 types of product use casgitecture recommendations, including
2 Commercial and POC architecture.

2.3.1.Productca t 2/ €

ThePoCproduct is recommended if a customer wants to use thepoamises service to understand
its functions and product configuration clearly prior to purchgsa Commercial Product, along with
a small number of devices (clients, until 300 devices). The PoC product can run on lower
specification hardware than the Commercial product, but the table below contains the minimum
specifications to be running KnoxHETA OrRPremises. To ensure the service runs as expected, the

customershouldset upthe infrastructurewith higherspecifications thashownbelow.

Minimum H/W Recommendation

ltems Recommended/alue Description
ServerCPWCores 4 CPWCores
RAM 16GB
1TBSSD ForDFMModule
Disk -
256GB Elzrsyigfrt]()em region (OS and Root
Network Card Abovel0 Ghps

10

Table2-3 TheMinimum HardwareRecommendatiorfor PoC



Installation and Initial Operation Guidefor KnOXEFOTAON-Premises

S/W Recommendation

Items Recommended/alue Description
OperatingSystem UbuntuServerl8.04.3LTS
DockerEngine CommunityEdition (Ubuntu)
" . " For continuous Commercial support,
MySQLEdition CommunityEdition recommendEnterpriseEdition

Table2-4 TheSoftwareRecommendatiorfor &t 2 / €

The customer can purchasébuntu OS based on this service package, depending on their service
environment. Note that the customer must provide the service infrastructure to the Samsung

representative irchargeof the installation.
B Client Q IT Admin

https 6443
DFM~~ T }‘ ___________________
v

External Proxy
(HAProxy)

Reverse Proxy

DB Process

@ DB (MySQL)

Cantainer

MoK
Storage

Fig2-1 Knox EFOTAOnPremisesProductArchfor PoC

2.3.2.Productcd / 2 YYSNDA I £ ¢

| D MO |

TheCommerciaproduct is recommended for customers who want to use this product with a
maximum of 20,000 devices for device firmware updates -¢herair (FOTA), but it also supports
more than20,000devices.

The recommendedpecification for the infrastructure is the minimum required to be running the
service. To optimize performance expectations, the customer may need to provide infrastructure
with higher specifications than the below table to the Samsung representativenge of the
installation.

11
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Minimum H/W Recommendation

Items Recommended/alue Description
ServerCPUCores 8 CPWCores
RAM 32GB
2TBSSD ForDFMModule
Disk i
256GB Elzrsysstgfrg(;m region (OS and Root
Network Card Abovel0 Ghps

Table2-5 TheMinimum HardwareRecommendatiorfor & / 2 YYSNDA | f ¢

S/W Recommendation

The customer can purchase Ubuntu OS based this service package, depending on their service
environment. Note that the customer must provide the seniiggastructure to the Samsung
representative irchargeof the installation.

ltems Recommended/alue Description
OperatingSystem UbuntuServerl8.04.3LTS
DockerEngine CommunityEdition (Ubuntu)
MySQLEdition EnterpriseEdition

Table2-6 SoftwareRecommendatiorford / 2 YYSNDA | f ¢

B Client D IT Admin

=

https 6443
DFM~ T }‘ ___________________

External Proxy
(HAProxy)

Reverse Proxy

DB Process

HalS

B DB (MySQL)

=
N2 S

Container

MoK
Storage

Fig2-2 KnoxEFOTAOn-PremisesProductArchfora / 2 YY S NOA | £ €

| D HOm ]

12
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3. Deliverables

This chapter describes the actions performed by Samsung to deliver the Ka@kAO#remises
environment.

3.1. DFMModules

TheDFMModule consistof the followingcoremodules:

| DFM Admin Console Serverhe Frontend module to provide IT admins with an accessible
graphicaluser interfacg(GUI) orthe Google Chrombkrowser.

}  DFM Core ServeiThe Backend module to manage device Iitlaplication) actions,
integratedinto the deviceusingRESTful APfilom the client.

}  DFM DatabaseThe MySQbased database contains all serviedated data, including
devicemodels, theinDs,andpolicy dependencieis Campaigns.

|  DFM Firmware Storag®Management The firmware files for downloaded files from the
clientapplication.

}  Proxy:This is used for redirection between outer and DFM modules, and for AP Gateway
and TLS/SSL termination

Customer Network

A

DFM-Storage DFM-Core DFM-Admin
Server Console Server
A 2+ : : Y A
(5 Download (2 Device Registration
Firmware File (By Device)
. @ Device
@ Update Policy registration
(Polling) (By admin)
@3 Create a
new campaign

® FW Install

fatas

IT Admin

E-FOTA Client App

Fig3-1 KnoxEFOTAON-PremisesConceptualArchitecture

3.2. SecurityConsiderations

In order to improve the default security of the Samsung deliverable, it must be implemented using
the following standards.

13
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3.2.1.HTTP&nd Network encryption

The DFM Module uses HTTPSAds®d encryption tenhance the security of transactions. The
Transport Layer Security (TLS) protocol provides data encryption and verification between
applications and servers in scenarios where data is being sent across an insecure ndéowork
example when workingwith the DFMModule.

HTTPS header fields are components of the header section of HTTPS request and response
messages. They define the operating parameters of a HTTPS transaction. The load balancer and
reverse proxy ar@ front of the DFMModule queries.

3.3. Supported Browser

PLEASEOTEhat this versionof the DFMConsole Uis designedior GoogleChromeonly.

14
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PARTI: Installation, and VValidation

PART II: Installation and Validation describes how to install the KRGTE O+Premises servicen
the customerprovidedinfrastructure,andhow to validatethe installedserviceinfrastructure.

15
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4. Installation & Configuration

This chapter explains the firitne installation flow with proper configuration conditions of the DFM
Modules.Steps irthis chapter ruronly onceduringinitial installation.

TheDocker Enginenust alreadybe installedprior to followingthisinstallationprocess.

4.1. (STEPOIQreateServiceAccountand Login

The DFM Module is logged in wihdedicated service accoumind operates with the privileges of

the account. Therefore, the dedicated service account has to be created in the server. The service
FOO02dzy i I f sud YBIRRDAGKISal a | 5201 SN NBljdsa NSYSy i
you addyour serviceaccountinto the Dockergroup.

We recommend that you create a service account before you start the installation.

Thebelow shows yothow to addyour serviceaccountinto the Docker group:

We assumethat youare usingthe énightwatché | O 02 dzy i @

$ sudousermod-aGdocker{your-user}

Example)
sudousermod-aGdockernightwatch

4.2. (STEPOXPrepared 5 Apartition & Y 2 dzyfar BFMmodules

DFMmodule is installed iand operates inthe belowdirectoryonthe dedicateddisk
Thereforeg S aK2dzZ R OKSO1l AF (KS RSRAOFGSR RA&] SEAa
the customerhasnot worked withthe diskpartition for the DFMmodule before.

For Linux OS

For DFM modules

i

Fig4-1 An DiskPartitionsfor DMFModule

16
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Forexamplewe assumehattwo R A & 1 & andd & FRekigt0
CASEO01 Diskis Ready

LT GKS RA&al1a SEA&GET 68 R2yQl ySSR (2 F2NXIG FyR

Now,f S éhexk thedisk information:
sudolsblk-p

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

P O AP b O NP NP PN O B N P - NS B NI D DI I O I PP P PPN P PPN PG P I NP PSP NP NS Pl P ND D

/dev/sda 202:0 (<] 1T © disk

L-/dev/sdal 202:1 e 1T © part /
/dev/sdb 202:80 2] 1T © disk

sudolsblk -f

FSTYPE LABEL MOUNTPOINT

XXXXXXXX-T00tfs 6156ec80-9446-4ebl1-95e0-9ae6b7a46187 /
d3269ceb-4418-45d0-ba68-d6b906e0595d /dfm

E & a Reakeadyformatted andmountedon /dfm

sudofile -s/dev/sdb

/dev/sdb: Linux rev 1.8 ext4 filesystem data, UUID=d3269ceb-4418-45d8-ba68-d6b906e8595d (extents) (64bit) (large files) (huge files)

CASEOQ2 DiskisNOTReady:it is notformatted
If the disk is not ready, it needs to be formatted and mounteddim .
Now,f S ¢hexk thedisk information:

sudolsblk-p

NTPOINT
@ disk
@ part /
@ disk

sudolsblk -f

NAME FSTYPE BEL uuID MOUNT PO

T P P P T P el P Pl P L e P e L L o i Sl L L L L A i o Pl P P LU P Ul Pt P L Pl AL P P Pt Pt

sda
Lcdal exta HAHHHHHN X -rootfs 6156ecB0-9446-4ebl-95e8-9ae6b7ad461287 /
sdb

E & & RaNOTormatted

sudofile -s/dev/sdb

/dev/sdb: data
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E Thismeansthat the diskneedsto be formatted
1) Formatwith ext4 file-system

sudofile -s/dev/sdb

sudo mkfs -t extd4 /dev/sdb

mke2fs 1.44.1 (24-Mar-2018)
Creating fil tem with 2621440 4k blocks and 655360 inodes
Filesystem WI 9

Superblock backups
32768, 98304, 38 819200, 4736, 1605632

Allocating group tables: done

Writing inode tables: done

Creating journal (16384 blocks): done

Writing superblocks and filesystem accounting information: done

2) Checkf the diskis formatted
sudomkfs-t ext4/dev/sdb

fdev/sdb: Linux rev 1.8 ext4 filesystem data, UUID=d3269ceb-4418-45d8-ba6s-d6bos6ens95d (extents) (64bit) (large files) (huge files)

3) Mountd kK RS @ enddRd £

/I createdirectory to mount
sudomkdir /dfm

/I mount
sudomount /dev/sdb /dfm

4) Verify
df -h

Used Avail UseX Mounted on

9.8G 37M 9.3G

CASEO03 Diskis NOTReady:it is alreadyformatted but not yet mounted on/dfm
If the disk is formatted but not yet mounted, it needs to be mounteddfm.
Now,f S ¢éhexk thediskinformation:

sudolsblk-p

TYPE MOUNTPOINT

a 1T © disk
(<] 1T © part /
e 1T © disk

sudolsblk -f

NAME FSTYPE LABEL MOUNTPOINT

L-sdal ext4 XXXXXXXX-ro0otfs 6156ec80-9446-4ebl-950-9ae6b7246187
sdb extd4 d3269ceb-4418-45d0-bab8-d6b986e8595d

18
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E & & Rdsformatted but Notyet mounted
1) Mount /dev/sdb on/dfm

/I createdirectory to mount
sudomkdir /dfm

/I mount
sudomount /dev/sdb /dfm

2) Verify
df -h

Filesystem Size Used Avail UseX Mounted on

37M 9.3G 1X /dfm

4.2.1 Permanently mount the disk

We recommend that theustomer's IT managesets the boot script so thdhe dedicated diskis
auto-mountedwhen theserver isbooted.

If the customer's IT managenas not set the boot script for disk autoounting, you should proceed
according to theeommand below.

*If the settings are incorrect, booting may not be possible. The command below is intended for
ISYSNIf Llz2N1l2asSax FyR 2LJiA2ya Y@ RAFFSNI RSLWISYRAy3I 2
NEFSN) G2 GKS aFadlroé YlydzZat FT2NI RSGFAfaod

1) Check mount /dev/sdb on /dfm
| sudo Isblk-f

NAME FSTYPE LABEL MOUNTPOINT

Lsda1 ext4 XXXXXXXX-1ro0otfs 6156ec80-9446-4eb1-95e0-9ae6b7a346187 /
sdb extd d3269ceb-4418-45d0-ba68-d6bo906e8595d /dfm

2) Edit/etc/fstab file
Please add the contents correspondingsalke to the new line.
Vi /etc/fstab

UUID=3269ceb441845d0-ha68d6b906e0595d /dfm ext4 defaults 00

4.3. (STEPO3JreateServiceDirectories

A separated service directory configuration is required to install and operate the Samsung DFM

az2RdzZ S® ¢KS &SNIJIAE / writd CeRednfell NMIMNA K& PSSy & (2 GKS &
directory. Theservice directory should be mounted in a different device location from the OS
installationarea.
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ServiceDirectory List

/ dfm/mysql/contig

* thatiswherethe configfile isreferencedwhenthe mysqlserverstarts.
/dfm/mysql/data

X thatiswheredatabasesre createdwhenmysqgl serveruns.
/dfm/mysql/backups

¥ thatiswheredatabasesre backedup when mysqlserverruns.
/dfm/minio/data/dfm -agentstorage

X that iswhere efota client APKfiles are uploadedwhenminio serverruns.
/dfm/minio/data/dfm -fw-storage

* that iswherefirmware binaryfilesare uploadedwhenminio serverruns.
/dfm/haproxy/config

X that iswherethe configfile isreferencedwhenhaproxyserver starts.
/ dfm/console/logs

X that iswherelog filesare generatedwhenadminconsoleserverruns.
/dfm/core/logs

* thatiswherelog filesare generatedwhencoreserverruns.
/dfm/config

X that iswherethe configfile containsthe information neededto run the DFMmodule.

Now,f S dr€@t@each service directory.

sudomkdir -p /dfm/mysqgl/config

sudo mkdir-p /dfm/mysql/data

sudomkdir -p /dfm/mysqgl/backups

sudomkdir -p /dfm/minio/data/dfm -agentstorage
sudo mkdir-p /dfm/minio/data/dfm -fw-storage
sudo mkdir-p /dfm/haproxy/config

sudomkdir -p /dfm/console/logs

sudo mkdir-p /dfm/core/logs

sudo mkdir-p /dfm/config

Setthe servicet O O 2 gryniisSiérfor the createdservice directory.
Weassumethat youare usingthe énightwatché | O 02 dzy i @

sudochown -Rnightwatch:nightwatch/dfm

sudo chown-R nightwatch:nightwatch /dfm/mysq|

sudo chown-R nightwatch:nightwatch/dfm/minio
sudochown-Rnightwatch:nightwatch/dfm/haproxy

sudo chown-R nightwatch:nightwatch /dfm/mysql/config
sudo chown-R nightwatch:nightwatch /dfm/mysql/data
sudo chown-R nightwatch:nightwatch /dfm/mysql/backups
sudochown -Rnightwatch:nightwatch/dfm/minio/data
sudo chown-R nightwatch:nightwatch /dfm/minio/data/dfm-agentstorage
sudo chown-R nightwatch:nightwatch /dfm/minio/data/dfm-fw-storage
sudochown -R nightwatch:nightwatch /dfm/haproxy/config

sudo chown-R nightwatch:nightwatch /dfm/consde/logs

sudo chown-R nightwatch:nightwatch /dfm/core/logs

sudochown -Rnightwatch:nightwatch /dfm/config

4.4. (STEPO4pstall DFMModule Package
20
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The DFM Module will either be delivered as a debian package or an rpm package tool. This package
containsthe followingresources:

- executablebinary (dfm): managedcommandto run DFMmodule
- dockerimages:dockerimageaboutDFMmodule

- sglqueryfile: DFMY 2 R dzDBE8I&ato initializemysq|

- mysglconfigfile (my.cnf):configfile for mysq|

- haproxyconfigfile (haproxy.cfg)configfile for haproxy

- dfm configfile (dfm_config.json)configfile for DFMmodule

To install these resources, the files have to be unpacked within the following locations by the host.
The files will be used duringy) Docker Image loa®) initializing MySQL DBand3) Copying the
configfile to the servicedirectory.

- executablebinary:

X [usr/bin/dfm

- dockerimages:
* tmp/dfm/docker-images/dfmhaproxyxxx.tar
/tmp/dfm/docker-images/dfmminio-xxx.tar
* tmp/dfm/docker-images/dfmmysqgkxxx.tar
X tmp/dfm/docker-images/dfmconsolexxx.tar

X tmp/dfm/docker-images/dfmcore-xxx.tar

X

- sglqueryfile:

X tmp/dfm/mysql-query/init_db.sq|l
tmp/dfm/mysql-query/init_dfm_core.sq|l
Itmp/dfm/mysql-query/init_dfm_console.sql

x

X
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- mysqlconfigfile:
* tmp/dfm/mysql-config/my.cnf

- haproxyconfigfile:
* tmp/dfm/haproxy-config/haproxy.cfg

- dfm configfile:
* tmp/dfm/dfm_config.json

Thefollowingis acommandshowinghow to installthe debianpackage:

sudodpkg-i xxx.deb

example)
sudodpkg-i dfm_0.6.1deb
Selectingpreviouslyunselectedpackagedfm.
(Reading database ... 229646 files and directories currently installed.)
Preparingo unpackdfm_0.6.1.deb ...
Unpackingdfm (0.6.1)...
Settingup dfm (0.6.1)...

Next,checkif the necessaryilesexist:

1) checkdfm file
Is /usr/bin/dfm
{usr/bin/dfm

2) checkdockerimages
Is/tmp/dfm/docker -images/-I
total 810548
-rw-rw-r-- 1 dfm-console2.0.0:20200129034450.health.tar
-rw-rw-r-- 1 dfm-core-0.6.2.b_no_auth.health.tar
-rw-rw-r-- 1 dfm-haproxy2.1.2.health.tar
-rw-rw-r-- 1 dfm-minio-RELEASE.202Q2-25T0250-51Z.health.tar
-rw-rw-r-- 1 dfm-mysqt5.7.25.health.tar

3) checksglqueryfile

Is /tmp/dfm/mysql -query/ -|
total 2076
-rw-r--r-- Linit_db.sq|l
-rw-r--r-- 1 init_dfm_console.sql
-rw-r--r-- 1 init_dfm_core.sql

4) check mysq| config file : my.cnf
Is /tmp/dfm/mysql -config/ -I

total 4

-rw-r--r-- my.cnf

5) haproxyconfigfile : haproxy.cfg
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Is /tmp/dfm/haproxy -config/
haproxy.cfg

6) dfm configfile : dfm_config.json
Is/tmp/dfm/dfm_config.json
/tmp/dfm/dfm_config.json

4.5. (STEPO9)oadDockerimage

Next, register the Docker Images that wei®/ LI O | /@R dfh/dockér -images @ ¢ KS f 2+ RSR
Docker Images are used when the container is driven. The following shows how to load each Docker
Image usindpockercommands:

dockerload </tmp/dfm/docker -images/dfm-haproxy-xxx.tar
docker load< /tmp/dfm/docker -images/dfm-minio-xxx.tar
docker load < /tmp/dfm/dockerimages/dfmmysqgkxxx.tar
docker load < /tmp/dfm/dockerimages/dfm-consolexxx.tar
dockerload </tmp/dfm/docker -images/dfm-core-xxx.tar

OC2NJ Y2NB Ay TF2NN¥I XXR Yy LRY LR & B 2 LINSItEE fackd8 8 al 246
fromthe debianLJ- O 1 I 3i6&.6 (B EPMnstall DFMModule Packagé 0

Next,checkif the 5 Dockefimageswereloaded.! 8 S (i K SL ¥ 15 Z&dmSnsJ

Example)

dockerimages
REPOSITORY TAG IMAGE ID CREATED SIZE
dfm-core 0.6.2.b_no_auth.health 62c236d15854 Aboutanhourago 124MB
dfm-console 2.0.020200129034450.health d63dec253531 Aboutanhourago 169MB
dfm-haproxy 2.1.2.health 88bf690bd83f 6 daysago 99.7MB
dfm-mysq| 5.7.25.health 1cc730cc6555 8 daysago 372MB
dfm-minio RELEASE.2020-25T0250-51Z.health aee72e79b55b 8 daysago 53.7MB

4.6. (STEPOBYopyConfigurationfiles

After loadingthe Dockerimagescopythe followingconfigurationfiles irto the service directory
from the unpackedesourcedirectory.

Weassumethat youare usingthe énightwatché I OO 2 dzy G @

- copymysglconfigfile:
/I copyconfigurationfile
cp/tmp/dfm/mysql -config/my.cnf/dfm/mysqgl/config

/I Setthe servicel O O 2 gryhiisSiérto the configurationfile.
sudochown -Rnightwatch:nightwatch/dfm/mysql/config
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- copy haproxyconfig file

/I copyconfigurationfile
cp/tmp/dfm/haproxy -config/haproxy.cfg/dfm/haproxy/config

/I copy error files
cp-rf tmp/dfm/haproxy -config/errors/ /dfm/haproxy/config
//Seti K S & S NIJ A parénisdio@ddls doyffigu@adionfile.
sudochown -Rnightwatch:nightwatch/dfm/haproxy/config

- copy dfmconfigfile:

/I copyconfigurationfile
cp/tmp/dfm/dfm_config.json /dfm/config

/ISet the servicd O O 2 gryhiisSiérto the configurationfile.
sudochown -Rnightwatch:nightwatch/dfm/config

4.7. (STEPO7etup Configuration

In this step, we will set up the initial configuration information needed for the DFM module to run as
aContainer.

ConfigurationList

- host_ip:StaticlPfor DFMserver.

- listen_port:Externalistenport at serverfor DFMmoduleto be accessed.
- listen_schemeurl scheme(httpor https) for DFMmoduleto beaccessed.
- access_addresdomaintbasedor ip-based

- access_schemaéttp or https

- access_portpublicport

- public_endpoint{access_scheme}:./[{access_address}:{access_port}

Ly 2NRSNJ 2 LINRPLISNIe& O2yFA3Adz2NBE GKAA& &aSNIAOS
environment in advance. Be sure to cheald verify any porforwarding mapping (NAT) in the
Odza i 2NEtdii &

Here area few samplaisecases:

UseCasel IP-basedAccesEnvironment

This environment reflects a realorld network environment. The host IP address is not the same, as
the public IP address and the CP port number between the public network side and the customer
internal network side(includingDFMModules)maybe different.
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| <Situation=>

| -access_addressand host's private_ipis different
- access_addressis ip-based(181.107.61.233).

- access_schemeis http

| - listen_portand access_portis different.

Public IP

181.107.61.233
Public Port : 6380

Private IP : 192.168.1.51

IT Admin E’ ex) http://181.107.61.233:6380/admin/
—=

- DFM Listen Port

ex) http://181.107.61.233:6380/xxx

4.6. (STE06) Set-up Configuration

[Configuration List]

-host_ip: DFM host's staticlP

-listen_port: DFM listen port

- listen_scheme : hitp or https for DFM

- access_address: domain orip

- access_scheme: hitp or hitps

-access_port: publicport

- public_endpoint: {access_scheme}./{access_address}:{access_porf}

ex)
-host_ip: 192.168.1.52
- liste ort: 80

- listen_scheme : hitp

-access_address: 181.107.61.233
-access_scheme : http

- access_port: 6380

- public_endpoint: http:/181.107.61.233:6380

Static Private IP : 192.168.1.52
DFM Listen Port : 80

hg

ex)
NAT Forward Info

public-port internal-port
| 6380 192.168.1.52:80
[m—]
T admin
http
@
Mobile client

Fig4-2 IP-basedAccesEnvironment

UseCase€? DomainbasedAcces€Environment

This environment represents a Domain nabesed network environment. You can check the
network using theDomainnameinsteadof the IPaddress.

2-1. (TypeA) UsingHTTP

| <Situation> >
| -access_address and host's private_ip is different Customer Network
| -access_addressis domain (example-sec-fota.net). Private IP : 192.168.1.51
| -access_schemeis http R
| -listen_portandaccess_portis different IT Admin El ex) http://example-sec-fota.net-6380/admin/
[ —]
Public P : 181.107.61.233 - DFM Listen Port
Public Port : 6380
‘ Static Private P : 192.168.1.52
l DEM D! Listen Port 80
ex) http://fexample-sec-fota.net:6380/xxx 2

4.6. (STED6) Set-up Configuration ex) }

[Configuration List] { NAT Forward Info !

-host_ip: DFM host's staticIP }

- listen_port: DFM listen port i g 2 |

- listen_scheme : hitp or https for DFM gggl‘llc Aot ;g(;%aa! ’1)0;2 80 |

-access_address: domain orip i |

- access_scheme : hitp or hitps
-access_port: publicport

- public_endpoint: {access_scheme}://{{access_address}.{access_porf f E]
|
ex) 3 [m—]
-host_ip: 192.168.1.52 v
- listen_port: 80 { St http
- listen_scheme : hitp H B EEE—
- access_address: example-sec-fota.net {
-access_scheme : http \
- access_port: 6380 i il
- public_endpoint: http:/lexample-sec-fota.net :6380 1| Mobie client
|

Fig4-3 DomainBasedAccesEnvironment(TypeA)

2-2.(TypeB) UsingHTTPS/ dza (i 2 DBArocEssedLS/SSTermination)
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| <Situation=

| )

| -access_addressand host's private_ipis different Customer Network

- access_addressis domain (example-sec-fota.net). Private IP : 192.168.1.51
ccess_scheme is https, therefore public certificate file for the domainis needed

sten_portand access_portis different. IT Admin EI ex) https://example-sec-fotal.net:6443/admin/
—

- SSL Certificate File

- URL Routing For DFM
Public P : 181.107.61.233
Public Port : 6443

Static Private IP : 192.168.1.52
DFM Listen Port : 6380

B

Customer’s

ex) https://example-sec-fotal net:6443/xxx Load Balancer (Proxy)

4.6. (STE06) Set-up Configuration
[Configuration List}

-host_ip: DFM host's staticIP

- listen_port: DFM listen port

- listen_scheme : hitp or https for DFM
- access_address: domain orip
-access_scheme : hitp or hitps
-access_port: publicport w7

- public_endpoint: {access_scheme}:/{access_address}.{access_porf @ Certificate file

&x) —=

-host_ip: 192.168.1.52 1T admin

- listen_port: 6380 https

- listen_scheme : http

- access_address: example-sec-fota.net

j oo odione ki Customer oFM |

- access_port: 6443 Mobik client Load Balancer Server |
|
i

- public_endpoint: example-sec-fota.net:6443

Fig4-4 DomainBasedAccessEnvironment (TypeB)

2-3. (TypeQ UsingHTTPSDFMprocessed LS/SSTLermination

| <Situation> ]
| -access_addressand host's private_ip s different Customer Network |
| -access_: domain sec-fota.net). Private IP : 192.168.1.51 i
| -access_scheme s https, therefore public certificate file for the domainis needed |
| -listen_portandaccess_portis different IT Admin @ ex) https://example-sec-fotal net-6443/admin/
3 = ‘

DFM Listen Port
SSL Certificate File
Public IP : 181.107.61.233

Public Port : 6443

Static Private P : 192.168.1.52
DFM Listen Port : 443

S

| DFM
ex) https://example-sec-fotal net:6443/xxx

ex)
4.6. (STE06) Set-up Configuration { NAT Forward Info i
[Configuration List] i i
- host_ip: DFM host's staticIP 1 H
- listen_port: DFM listen port public-port internal-port
- listen_scheme : http or https for DFM 6443 192.168.1.52:443 4
- access_address: domain orip 5
- access_scheme : hitp or hitps
- access_port: public port
- public_endpoint: {access_scheme}./{access_address}:{access_porf E]
—=
T admin

ex)

-host_ip: 192.168.1.52

-~ listen_port: 443

- listen_scheme : https

-access_address: example-sec-fota.net

-access_scheme: https

-access_port: 6443 Mobile client
- public_endpoint: example-sec-fota.net:6443

Fig4-5 DomainBasedAcces€Environment (TypeC)

Thefollowingis an exampleof howto executethe commandto setthe above configurations:

2.3.1(CASEO1pP-Based

-host_ip:192.168.1.52

- listen_port:80

- listen_schemehttp
-access_addres$81.107.61.233
- access_schemaéttp

- access_port6380
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Thefollowingshowsthe commands:

dfm configsethost_ip="192.168.1.52"

dfm configsetlisten_port="80"

dfm configsetlisten_scheme="http"

dfm config set access_address="181.107.61.233"
dfm config setaccess_scheme="http"

dfm configsetaccess_port="6380"

Next, checkf the configuredvalue iscorrect.Usethe adfm configget {key}¢ command:

Example)
dfm configgethost_ip
192.168.1.52

dfm configgetlisten_port
80

dfm configgetlisten_scheme
http

dfm configgetaccess_address
181.107.61.233

dfm configgetaccess_scheme
http

dfm configgetaccess_port
6380

2.3.2(CASEO0ZY)omainBased
é (Typea )UsingHTTP

-host_ip:192.168.1.52

- listen_port:80

- listen_schemehttp

- access_addresexamplesecfota.net
- access_schemaéittp

- access_port6380

Thefollowingshowsthe commands:

dfm configsethost_ip="192.168.1.52"

dfm configsetlisten_port="80"

dfm configsetlisten_scheme="http"

dfm config set access_address="examyslecfota.net"
dfm config setaccess_scheme="http"

dfm configsetaccess_port="6380"
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Next, checkf the configuredvalue iscorrect. Usethe adfm configget {key}e command:

Example)
dfm configgethost_ip
192.168.1.52

dfm configgetlisten_port
80

dfm configgetlisten_scheme
http

dfm configgetaccess_address
examplesecfota.net

dfm configgetaccess_scheme
http

dfm configgetaccess_port
6380

é (Typed )UsingHTTPS/ dzi (i 2 DBfrotEsses TLS/SBermination

-host_ip:192.168.1.52

- listen_port:6380

- listen_schemehttp

- access_addresexamplesecfota.net
- access_schemaéttps

- access_port6443

Thefollowingshowsthe commands:

dfm configsethost_ip="192.168.1.52"

dfm config set listen_port="6380"

dfm configsetlisten_scheme="http"

dfm config set access_address="examyslecfota.net"
dfm config setaccess_scheme="https"

dfm configsetaccess_port="6443"

Next,checkif the configuredvalue iscorrect.Usethe cdfm configget{key} O2 YY I Yy RY

Example)
dfm configgethost_ip
192.168.1.52

dfm configgetlisten_port
6380

dfm configgetlisten_scheme
http
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dfm configgetaccess_address
examplesecfota.net

dfm configgetaccess_scheme
https

dfm configgetaccess_port
6443

€ (Typea )UsingHTTPSDFMprocessed LS/SSLermination

-host_ip:192.168.1.52

- listen_port:443

- listen_schemehttps

- access_addresexamplesecfota.net
- access_schemaéttps

- access_port6443

Thefollowingshowsthe commands:

dfm configsethost_ip="192.168.1.52"

dfm configsetlisten_port="443"

dfm configsetlisten_scheme="https"

dfm config set access_address="examyslecfota.net"
dfm config setaccess_scheme="https"

dfm configsetaccess_port="6443"

Next,checkif the configuredvalue iscorrect. Usethe adfm configget {key}¢ command:

Example)
dfm configgethost_ip
192.168.1.52

dfm configgetlisten_port
443

dfm configgetlisten_scheme
https

dfm configgetaccess_address
examplesecfota.net

dfm configgetaccess_scheme
https

dfm configgetaccess_port
6443
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4.8. (STEPO8YonfigureHAProxy

LF GKS SEGSNY!I btipsd Zy yi RS D2z (i @ o) hckaiizddmaibiNg LI NS
were issued?) a public certificate for the domain in advance. If the customersing IP address
basedaddressingather thanDNS$this step may be skipped

LA YydANBaAaaPdzNI @ ah@oseS Y5 yd. ThEBEROS) (Bep iCanfigaratior, this step must
be completed.

|. HTTP$landling
Therearetwo possibilitiesfor TLS/SSLermination:
1) On/ dza G 2 Yo&dBadbacer(Proxy)

B =8«

e Customer DFK
Mobile client Load Balancer Server

]

i

i

i

i

i

|

[ M adimin

' https —
! - Ps il
i

i

i

i

i

i

i

i

i

i

Figd-6On/ dza G 2 No&dBakacerProxy)
Inthis casethe O dza (i 2 |YrSaNdQewill operatedJdzo f A O @BitdIwnFoadBdlaficré

.S OF NBT¥dzZ (ibhdfORNYRYS iy y & KISy E#httinfeSppnser&placeralde
Location(.*) https://%][var(txn.host)]/admin/ if logout_path_set line in the haproxy.cfdile:

vi /dfm/haproxy/config/haproxy.cfg

frontend fe_web
bind *:80
#bind*:443 sslcrt /usr/local/etc/haproxy/examplesecfota.net.pem

backend dfmConsoleBackend
modehttp
acl logout_path_set var(txn.path) path /admin/logout
http-requestsetheaderX-ForwardedPort%[dst_port]
http-requestadd-headerX-ForwardedProtohttps if { ssl_fc}

option httpchk GETadmin/health/live
http-checkexpect statu00
default-serverinter 5sfall 3 rise2

#if DFMServer ivehindcustomer'sLoadBalancermandalsocustomer's_oadBalanceprovidesssltermination.
http-responsereplacevalue Location(.*) https://%][var(txn.host)[/admin/ if logout_path_set
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#otherwise
#http-responsaeplacevalueLocation(.*) %[var(txn.scheme)]://%][var(txn.host)]/admiiif/logout_path_set

serverdfm-consoledfm-console:1005@heckresolversdockerinit-addrlibc,none

Sincethe DFMservercanno longeraddd [ 2 Ot & K Rifrésponsethe/ dza (i 2 NO&INI &
Balancer must provide the corresponding functioif the Load Balancer does not provide
this function, the usercannotlogout after logginginto the & I R ¥ohsbleg S 6 LJomtises
DFM.

2) OnDFMServer

i

! i
I EI SSL| Certificate file |
i A i
| — SR |
: IT admin ““u_!_‘" i
I https = B
i =] - - i
| i |
: ==
! i
| OFM |
! Mobile client server |
! i

Fig4-7 OnDFMServer
In this case, we need to configure TLS/SSL on our DFM Server. Follow the below steps to do
so.

The following assumes thét K &xandplesecfota.netpemé FAE S Aa (GKS Lzt AO O
by the customer. The public certificate must be copied into haproxy's config folder, and the
GKIFLINRPEEPOFIE FAES Ydzald 68 SRAGSR (2 OKFy3asS GKSE
configuration.

- Thecrt parameteridentifiesthe locationof the PEMformatted SSicertificate
- Thiscertificate file shouldcontainboth the public certificate and private key
- Howto generate the unifiectertificatefor the issuectertificatefile:

Forexample we assume thatou have thebelow4 filesandthe domain'snameis
onptest.samsuneefota-test

| cert.pem

| chain.pem

| fullchain.pemcert.pemandchain.pemcombined

| privkey.pem
Esudo-Ebash-c'catfuIIchain.perrprivkey.pem>,onp}est.samsun@fo}a:test.pqm' ) L
E Wnptest.samsuneefota-testpemQ A a&a UKS dzyATASR OSNIUATFTAOFUS ¥

We assumethat you areusingli K Bightivatché account:
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S Ol NBTFdzZ {20 AdgyRO 2ryWitSiyoli SXi KB R & diyftpesponseyeplacd KS  a
value Location(.*) https://%[var(txn.host)]/admin/ if logout_path_se€ line in the haproxy.cfdile:
cpexamplesecfota.net.pem/dfm/haproxy/config
sudo chown nightwatch:nightwatchdfm/haproxy/config/example-secfota.net.pem
sudochmod600/dfm/haproxy/config/example -secfota.net.pem
vi /dfm/haproxy/config/haproxy.cfg

frontend fe_web
bind *:80
bind *:443 sslcrt /usr/local/etc/haproxy/example -secfota.net.pem

backend dfmConsoleBackend
modehttp
acl logout_path_set var(txn.path) path /admin/logout
http-requestset-headerx-ForwardedPort%][dst_port]
http-requestadd-headerX-ForwardedProto https if { ssl_fc}

option httpchk GETadmin/health/live
http-checkexpect statu200
defaultserverinter 5sfall 3 rise2

#if DFMServer i©ehindcustomer'sLoadBalanceandalsocustomer'sLoadBalanceprovidesssltermination.
#http-responseaeplacevalueLocation(.*) https://%[var(txn.host)]/admin/if logout_path_set

# otherwise

http-responsereplacevalueLocation(.*) %[var(txn.scheme)]://%][var(txn.host)[/admin/if logout_path_set

serverdfm-consoledfm-console:1005@heckresolversdockerinit-addrlibc,none

[I. HTTRHandling
| O !
T — !
: M admin s s :
| http ]
o/ | ~Hl
a ==F
! DFM !
: Mobile client Server :
Fig4-8 OnDFMServer
& OINBTFdA (200FRYEYH mR/ddK AlyK & K& K ohGNBoE & ®OF 3 FA
HTTPSonfiguration.
Example

vi /dfm/haproxy/config/haproxy.cfg
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frontend fe_web
bind *:80
#bind*:443 sslcrt /usr/local/etc/haproxy/example -secfota.net.pem

backend dfmConsoleBackend
modehttp
acl logout_path_set var(txn.path) path /admin/logout
http-requestsetheaderX-ForwardedPort%][dst_port]
http-requestadd-headerX-ForwardedProtohttps if { ssl_fc}

option httpchk GETadmin/health/live

http-checkexpect statu00
default-serverinter 5sfall 3 rise2

#http-responseaeplacevaluelLocation(.*) https://%[var(txn.host)]/admin/if logout_path_set
# otherwise

serverdfm-consoledfm-console:1005@heckresolversdockerinit-addrlibc,none

#if DFMServer idbehindcustomer'sLoadBalancemandalsocustomer's_oadBalanceprovidesssltermination.

http-responsereplacevalue Location(.*) %[var(txn.scheme)]://%[var(txn.host)]/admin/if logout_path_set

4.9. (STEPOSreateContainerNetwork

The DFM Module is a process executed on a container basis, creating the Docker network required

for communicationamong containers.

To create anetwork, usethe followingcommand:

dfm network create

Validation
Runthe followingcommandto seeif "dfm-network" isvisible.

dfm network Is
NETWORKD NAME DRIVER SCOPE

e2697cd6621a dfm-network bridge local

4.10. (STEP1Gptartup and Initializingthe DFMModules

We have created a service account and signed in using this account to create a service directory,
install the DFM Module package, and load the Docker Image resourceisistdier has now
configuredthe resourcesandcreatedthe containerto network.Now, start up the DFMModules.
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4.10.1.Start-up and Initialize MySQLServer(DFMDB)

In this stage,youwill performthe followingtwo steps:

1) SetDBroot password
2) Initialize the SQL query file copied in "4.3 Installing the DFM Module Package" above, on the
mysqlserver

To do this, you must first start the mysql server container.
Thecommandto run the mysqglservercontaineris asfollows:

dfm start dfm-mysq|l

Validation
Makesurethe MySQL containgsin a healthystate. It may takesome timeuntil its state ishealthy.

dockerps-a
CONTAINE® IMAGE STATUS PORTS NAMES
efded2363698 dfm-mysql:5.7.25 Up3 secondghealth: starting) 3306/tcp,33060/tcp  dfm-mysql

$dockerps-a
CONTAINE® IMAGE STATUS PORTS NAMES
efded2363698 dfm-mysql:5.7.25 Up46 secondghealth: healthy) 3306/tcp,33060/tcp  dfm-mysq|l

If the status idhealthy,run each ofthe followingcommands.

1) SetDBroot password weassumehat & LJI-ga23NR&q2i384€
We usethiscommand:ALTERISERoot'@'localhostIDENTIFIEBY'{password}'
dockerexec-it dfim-mysqglmysql-uroot
Welcome tothe MySQLmonitor. Commands end with ; ag.
YourMySQL connectioidl is 11
Serverwersion:5.7.25log MySQLCommunityServer(GPL)

Copyright(c)2000,2019,0racleand/or its affiliates.All rightsreserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or\h' for help. Type\t' to clear the current inpustatement.

mysql>ALTERJSERoot'@'localhost' IDENTIFIEBY '1g2w3e4r’;
QueryOK,0 rows affected0.00sec)

mysql>exit

2) Runsglqueryfile :we assumethat passwordisd m1lj H 6 0 S n NE
dockerexec-i dfm-mysglmysql-uroot -p1lg2w3e4r</tmp/dfm/mysqgl -query/init_db.sql
mysql:[Warning]Usinga passwordon the commandline interface care insecure.

docker execi dfm-mysqgl mysqgluroot -p1g2w3e4r < /tmp/dfm/mysql-
query/init_dfm_core.sql
mysql:[Warning]Usinga passwordon the commandline interface carbe insecure.
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docker execi dfm-mysqgl mysqgluroot -plg2w3e4r < /tmp/dfm/mysql-
query/init_dfm_console.sql

mysql:[Warning]Usinga passwordon the commandline interface carbe insecure.
$

4.10.2.Start-up FirmwareStorageServer

In this stage, the installer starts the storage server that manages the firmware binary.
Thecommandto runthe Firmware Storag&ervercontainer isasfollows:

dfm start dfm-minio

Validation
Makesurethe Minio containerisin a healthystate. It maytake sometime until itsstate ishealthy.

dockerps-a

Example)

$dockerps-a

CONTAINER ~ STATUS = NAMES
af3949b8dh98 Up4 secondghealth:starting) dfm-minio
$

$dockerps-a

CONTAINER ~ STATUS ~ NAMES
af3949b8db98 Up 2 minutes(healthy) dfm-minio

4.10.3.Start-up DFMCoreServer

In this stage, the installer starts the DFM Core Server that provides the core API.
Thecommandto run thecoreserver container is a@sllows:

dfm start dfm-core

Validation
Makesurethe corecontainerisin a healthystate. It may takesometime until its stateis healthy.

dockerps-a
Example)

dockerps-a
CONTAINER ~ STATU = NAME!
a470bb8bb99! Up4 secondghealth:starting) dfm-core
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$

dockerps-a
CONTAINER

a470bb8bb995

~ STATUS ~ NAMES

Up 2 minutes(healthy) dfm-core

4.10.4.Start-up DFMAdmin ConsoleServer

In this stage, the installestarts the DFM Admin server that provides the admin console web page.
Thecommandto run the adminservercontainer isasfollows:

dfm start dfm-console

Validation

Makesurethe admincontainerisin a healthystate. It maytake someime untilits stateis healthy.

dockerps-a

Example)
$dockerps-a
CONTAINER

07ffa549f3cf

$

dockerps-a
CONTAINE®

07ffa549f3cf

~ STATUS = NAMES
Up7 secondghealth: starting) dfm-console
~ STATUS ~ NAMES
Up2 minutes (healthy) dfm-console

4.10.5.Start-up HAProxyServer

In this step, the installer starts the HAProxy server that provides TLS/SSL termination and acts as the

API gateway.

Thecommandto run HAProxyservercontainer isasfollows:

dfm start dfm-proxy

Validation

Makesure HAProxgontainerisin a healthystate. It maytake someime untilits state ishealthy.

dockerpsca

dockerps-a
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CONTAINE® ~ STATU = NAME!
;IObe66fe8b< Up18seconds (healthstarting) dfm-proxy
;.

dockerps-a

CONTAINER ~ STATU ~ NAME!
;IObeGGfeSbt Up 3 minutes(healthy) dfm-proxy
;

4.11. Howto check ServeDperationStatus

Finally, the installer has completed the installation of thepsamises servic®ased Docker, and the
serviceis now ready for use. However, we first need to validate whether the above five containers

arerunningin a healthy state.

To check the status of the containers, use the command shown below. If every status returns
healthy,the servicesready foroperation.

dockerps-a
Example)
dockerps-a

CONTAINE® ~ STATUS = NAMES
07ffab549f3cf Up 2 minutes(healthy) dfm-console
a470bb8bb995 Up5 minutes(healthy) dfm-core
af3949b8dh98 Up 6 minutes(healthy) dfm-minio
d882c61ba9lc Up 15 hours(healthy) dfm-mysq|l
e10be66fe8bc Up 3 minutes(healthy) dfm-proxy

Here, thehealthstatusmeans:

Healthy(0): Normal

Unhealthy(1): Abnormal

Starting(2): Starting

When the installer checks the health status after the installation is completed, if the statos is
Gb2NXIf & GKS AyadlffSNI Ydzad NBR2 (GKS Ayadlttrda
tries, pleasecontactthe Samsungngineeringeam.
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PARTIII: Initial Operation

PART Il describes how to operate the Kn®&OH AOn-Premises service upon completion of the
service installatiomnthe O dz& ( 2iMraskdRtére.

38



Installation and Initial Operation Guidefor KnOXEFOTAON-Premises

5. ServiceOperation

This chapter explains how to check the operation status of each DFM Server, and how to use the
service properly.

5.1. Howto accesghe admin consolepageafter installation

If you completed every installation step up #.12.5. Startup HAProxy Servein "4.12.
(STEP10) Stantip and Initializing the DFM Modulésaccess the admin page to check whether
the DFM Servicés successfully installeandworking.

URLto the adminsite
{access_scheme}:/[{access_address}:{access_port}/admin/

+ Referto ¥.7.(STEPOetup Configuratiore ®

Inthis guide,we areusingthe URLandother informationasfollows:
-host_ip: 192.168.1.52
- listen_port: 80
- listen_scheme http
-access_addresd81.107.61.233
- access_schementtp
- access_port6380

Account& Initial PasswordPWD)
+  Accountwill be:admin

t Initial PWDwill be: adminl12#
*) ThisPWDis createdby Samsungsochangethe passwordafter yousignin.

Example http://19

€ e

2.168.1.52:6380/admin’ (usinganew Chromebrowser)

Fig5-1 TheAdmin Consolefor KnoxEFOTAOn-Premises
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5.2. TheContentsUpload

In order to use thiservice, IT admins must upload the contents (such as license and firmware)
properly(please refeto (i K BnoxEFOTAONnPremised)serManualkl LINE GA RSRO @

5.3. Troubleshootingand Loggingduring usingthe Service

While usingthis service anyissuesshouldfirst be addressedn the site to avoidservice
RAANHzLIGA2ya FTNRBY (KS AaadzSad Ly 2NRBIW (2 & dzLJLJ2 NJ
LoggingGuidefor KnoxEFOTAOnPremises 3 faAréieBence.

5.4. Updatingthe SSICertificatewhenthe old certificate is expired

SSL certificates have an expiration date. When the expiration date for the certificate approaches, the
customer must reissue the certificate from the certificate signing authority before the current
certificateexpires.

Therearetwo possibilitiesor TLS/SSLermination.
1) On/ dza G 2 Do&dBdxsceproxy)
WeR 2 y Q (ito ypdatetRe certificatefile.
Referto ([UseCase2]:TypeB) in t4.7. (STEPO7etup Configuratiore

2) OnDFMServer
We need toupdatethe certificatefile on the DFMServer.
Referto (([UseCase]:TypeQ in 4.7. (STEPOBetup Configuratiorg

2SS FaadzyS (KF G GKS ngh®anpefo@ eNiemeTsA GHIRS 4FSh (1S aA2a [dd a
youare using thednightwatché serviceaccount.

STEPO1 StopProxy
Thecommandto stopthe proxyServer containeis asfollows:

dfm terminate dfm-proxy

STEPO2 Copythe newly certificate
cpnew-examplefota.net.pem/dfm/haproxy/config

sudo chown nightwatch:nightwatckdfm/haproxy/config/new -examplefota.net.pem
sudochmod600/dfm/haproxy/config/new -examplefota.net.pem

vi /dfm/haproxy/config/haproxy.cfg

frontend fe_web
bind *:80
bind *:443 sslcrt /usr/local/etc/haproxy/new -examplesecfota.net.pem
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backend dfmConsoleBackend
modehttp
acl logout_path_set var(txn.path)ath /admin/logout
http-requestsetheaderX-ForwardedPort%][dst_port]
http-requestadd-headerX-ForwardedProtohttps if { ssl_fc}

option httpchk GETadmin/health/live
http-checkexpect statu200
default-serverinter 5sfall 3 rise 2

#if DFMServeris behindcustomer's_oadBalancemandalsocustomer'sLoadBalanceprovidesssltermination.
#http-responsaeplacevalueLocation(.*) https://%[var(txn.host)]/admin/if logout_path_set

# otherwise
http-responsereplacevalue Location(.*) %[var(txn.scheme)]://%[var(txn.host)]/admin/if logout_path_set

serverdfm-consoledfm-console:1005@heckresolversdockerinit-addrlibc,none

STEPO3 Restartproxy
Thecommandto restart the proxyServercontainerisasfollows:
dfm start dfm-proxy

To make sure that the HAProxy container is in a healthy state, run the following command. It may
take sometime until the stateshowsashealthy.

dockerps-a

dockerps-a

CONTAINER ~ STATU = NAME!
;IObeGGfe8b( Up 18 secondghealth:starting) dfm-proxy
;

dockerps-a

CONTAINER ~ STATU ~ NAME!
;IObeGGfeSbt Up 3 minutes(healthy) dfm-proxy

;

5.5. DBBackup& Restore.

Thissectiondescribeshowto back upandrestorethe DBto ensureservice continuity.
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5.5.1.Backupa MySQIlServer Instance

I. ToBACKUR MySQL Server instance running in a Docker container using MySQL Enterpri
Backupwith Docker:

1. On the same host where tHdySQL Server container is running, start another container with an
image of MySQL Enterprise Edition to perform a backup with the MySQL Enterprise Backup

O2 YY I pabkupdito-imageé¢ ® t NEPARS I 0O0Saa G2 (GKS ASNWSNHa

we created in the last step. Also, mount a host directgopath-on-hostmachine/backupsin this
example) onto the storage fdér for backups in the containeidata/backupsin the example) to
persistthe backupswve are creating.

Here isasample commandbr this step.Here,we assumehat WNER 2 (i Q pasSvdgisizy (i Q &
1g2w3edrandthat the MySqldockerimagecurrentlyinstalledis mysql/enterpriseserver:8.0

BasicCommand

dockerrun\
--mounttype=bind,src#path-on-hostmachine/datadir/dst=var/lib/mysql\
--mounttype=bind,src#path-on-hostmachine/backupsfst=data/backups\
--rm mysql/enterpriseserver:8.0\
mysqlbackupu{user}-p{password}-backupdir=/tmp/backup-tmp --with-timestamp\
--backupimages/data/backups/{dbfile-name}.mbbackupto-image

Example

dockerrun\
--mount type=bind,src=/dfm/mysql/data,dst=/var/lib/mysql\
--mount type=bind,src=/dfm/mysql/backups,dst=/data/backup$
--rm mysql/enterprise-server:8.0\
mysglbackup-uroot -p1g2w3e4r--backupdir=/tmp/backup-tmp --with-timestamp\
--backupimage=/data/backups/db2020-05-20.mbibackupto-image

[Entrypoint]MySQLDockerlmage8.0.201.1.16
MySQL Enterprise Back\jer 8.0.26commercial for Linux on x86_64 (MySQL Enterprid@mmercial)
Copyright(c) 2003, 2020, Oracénd/or its affiliates. All rightsreserved.

Oracle is a registered trademark of Oracle Corporation anitto
affiliates. Other names may be trademarks of their respective
owners.

Startingwith followingcommandline ...
mysqlbackupuroot -pxxxxxxxx-backupdir=/tmp/backups--with-timestamp
--backupimage=/data/backups/di202005-20.mbi backupto-image

IMPORTAN leasecheckthat mysglbackupun completessuccessfully.
Atthe endof a successfubackupto-image'run mysqlbackup
prints "mysqlbackupcompletedOK!".

20052001:40:40MAIN INFO: Starting to log actions.
20052001:40:40MAIN INFONo SSloptionsspecified.
XX @
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20052001:40:42MAIN INFOBackupmagecreatedsuccessfully.
20052001:40:42MAIN INFOimagePath=/data/backups/db2020-05-20.mbi
20052001:40:42MAIN INFOMySQLbinlogposition:filenamehbinlog.000005position530056

Parameterssummary

StartLSN : 32781824

EndLSN :3284877(
mysqlbackugompletedOK!

It isimportantto checkthe end of the output by mysqglbackupto makesurethe backuphasbheen
completedsuccessfully.

2. The container exits once the backup job is finished and, with-theoption used to start it, it is
removed after it exits. An image backup is created and can be found in the host directory mounted
in the laststepfor storingbackups:

Is/dfm/mysqgl/backups/
db-2020:05-20.mbi

5.5.2.Restorea MySQLServerinstance

Il. TORESTOREMyYSQL Server instance in a Docker container using MySQL Enterprise Bac
with Docker:

1. Stopthe MySQLServercontainer,whichalsostopsthe MySQLServerunninginside:
mountedin the laststep for storingoackups:
| dockerstop dfm-mysq| |

2.0nthe host, delete all contentsin the bind mount for the MySQlServerdatadirectory:
| sudorm -rf /dfm/mysql/data/* |

3. Start a container with an image of MySQL Enterprise Editipertimrm the restore with the
MySQL Enterprise Backup command ebpgkand-apply-log. Bindmount the server's data
directoryandthe storage folder fothe backupslike what we did when we backedip the server:

BasicCommand

dockerrun\
--mounttype=bind,src#path-on-hostmachine/datadir/dst=var/lib/mysql\
--mounttype=bind,src#path-on-hostmachine/backupsbst=data/backups\
--rm mysql/enterpriseserver:8.0
mysqlbackup-backupdir=/tmp/backup-tmp --with-timestamp\

--datadir=/var/lib/mysqgl/ --backupimag=/data/backups/{dbkfile-nameto-restore}.mbicopy-backand-apply-log
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Example

dockerrun\
--mount type=bind,src=/dfm/mysql/data,dst=/var/lib/mysql\
--mount type=bind,src=/dfm/mysql/backups,dst=/data/backups
--rm mysgl/enterprise-server:8.0\
mysglbackup--backupdir=/tmp/backup-tmp --with-timestamp\
--datadir=/var/lib/mysql --backupimage=/data/backups/db2020-05-20.mbicopy-backand-apply-log

MySQLEnterpriseBackup Ver8.0.26commerciafor Linuxon x86_64(MySQLEnterprise- Commercial)
Copyright(c) 2003,2020,0racleand/or its affiliates.All rightsreserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Startingwith followingcommandiine ...
mysqlbackupuroot -pxxxxxxxx-backupdir=/tmp/backuptmp
--with-timestamp--datadir=/var/lib/mysq|
--backupimage=/data/backups/d2020-05-20.mbicopy-backand-apply-log

IMPORTANTRIleasecheckthat mysqglbackupun completessuccessfully.
At the end of a successfukopy-backand-applylog' run mysglbackup
prints "mysqlbackupompletedOK!".

20052002:01:08MAIN INFOStartingto logactions.
[Entrypoint]MySQLDockerimage8.0.201.1.16
XX P
20052002:01:10PCR1 INFOWewereableto parseibbackup_logfileipto

Isn32848770.
20052002:01:10PCR1  INFOLastMySQLbinlogfile position0 530056 file namebinlog.00000%
20052002:01:10PCR1  INFOThefirst datafile is'/var/lib/mysqgl/ibdatal’

andthe new createdlogfilesareat '/var/lib/mysqgl’

20052002:01:10MAIN INFOApply-log operationcompleted successfully.
20052002:01:10MAIN INFOFullBackuphasbeenrestoredsuccessfully.

mysqlbackugompletedOK!with 3 warnings

The container exits once the backup job is finished and, with-theoption used when starting it, it

isremoved after it exits.

4. Restartthe servercontainer,whichalsorestarts therestoredserver:

| dockerrestart dfm-mysq|l

5.6 Configurable length opassword digits

The installeccan change this default value of a minimum and maximum length of password digits.

(default password_min_length=8, default password_max_length=12)
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STEPO1 StopDFM AdminConsole
Thecommandto stopthe DFM AdmirConsoleServer containeis asfollows

dfm terminate dfm-console

STEPO2 Setup the length of the password digits

The minimum length of password is allowed from 8 to 20.
The maxlength of password is allowed from 12 to 30.

dfm config set password_min_length=8
dfm config set password_min_length=20

STEPO03 Check thdength of the password digits

dfm config get password_min_length
8

dfm config get password_max_length
20

STEPO04 RestartDFM AdminConsole
Thecommandto restartthe DFM AdmirConsoleServer containeis asfollows

dfm start dfm-console

To make sure that the DFM Admin Console container is in a healthy state, run the following
command. It matake sometime until the stateshowsashealthy.

dockerps-a

dockerps-a

CONTAINEI® ~ STATU = NAME:!
~~e92bel6ye8bc Up18secondghealth:starting) dfm-console
;

dockerps-a

CONTAINEl® ~ STATU ~ NAME!
~~e92bel6ye8bc Up 3 minutes(healthy) dfm-console
;
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6. Whena Serveris Rebooted

This chapteexplains the steps to restart the DFM Modules if the server is rebooted, to ensure the
service camun properly.
Thesteps to starthe DFMModule serverare asfollows:

6.1. (STEPOI)oginasthe dedicatedserviceaccount

The DFM Module is logged in wittdadicated service account and operates with the privileges of
the account(see,4.1. (STEPOIJreateServiceAccountand Logire 0 &

6.2. (STEPO®repared Y 2 dAgriDEMmodules

The DFMnodule isinstalledand operatesin the below directoryon the dedicateddisk.

The customemay NOT configuréghe auto-mount on the dedicated disk. For such cases, it is
necessaryo manuallymount the dedicateddiskon /dfm.

____________________________________________________________________________________________________________________________________________________

For Linux OS

For DFM modules

i

- “Disk-2" must be mounted on “/dfm”

Fig6-1 A dedicateddiskfor DFMmodule

Forexamplewe assumethattwo R A & | & and @ & FRekigt .0

CASEO01 Diskis Ready
LT (4KS RA&]1 A& NBIFIReéxX 6S R2yQi vy
Now,f S éherk thedisk information:

sudolsblk¢p

02 Y2dzyd Add

(s}
(s}
¢
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NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

PG P PN b O NP PP NP BN P o IS B b B DI I O I PN P PPN P PN SIS Pl O N NS P NP NS Pl PN D

/dev/sda 202:0 @ disk

L-/dev/sdal 202:1 © part /
/dev/sdb 202:80 2] © disk

sudolsblk ¢f

NAME FSTYPE LABEL UUID MOUNTPOINT
sda

Lsda1 ext4 XXXXXXXX-r0o0otfs 6156ec80-9446-4ebl1-95e0-9ae6b7a46187 /

sdb ext4 d3269ceb-4418-45d0-ba68-d6b906e0595d /dfm

E & & Ramkeadyformatted andmountedon /dfm

sudofile ¢s/dev/sdb

[dev/sdb: Linux rev 1.8 extd4 filesystem data, WUID=d3269ceb-4418-45d8-ba68-d6bo@6eds95d (extents) (64bit) (large files) (huge files)

CASEOQ2 Diskis NOTReadyiit is alreadyformatted but not yet mounted on /dfm

If the disk is formatted but not yet mounted, it needs to be mountedafm .
Now,f S ¢hexk thedisk information.

sudolsblk¢p

v/sda 202:0
fsdal 202:1 @ @ part /
202:80 e 0 disk

NAME FSTYPE LABEL MOUNTPOINT

XXXXXXXX-r00tfs 6156ec80-9446-4ebl-950-9ae6b7246187 /
d3269ceb-4418-45d0-bab8-d6b986e8595d

E & & Rdsformatted but notyet mounted

1) Mount /dev/sdb on/dfm

/I createdirectory to mount
sudomkdir /dfm

/I mount
sudomount /dev/sdb /dfm
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2) Verify
df -h

6.3. (STEPO3tartup Docker

After the system igebooted,checkwhetherthe Dockerengine isunning.
sudosystemctlstatusdocker

docker.service DockerApplicationContainerEngine
Loaded: loaded (/lib/systemd/system/docker.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/docker.service.d
e m http-proxy.conf https-proxy.conf
Active:active (running)sinceFri2020-:02-07 13:12:39KST3 weeks2 daysago
Docshttps://docs.docker.com

If the Activevalueis notdactive (running Docker isot yet running.

If the Dockerengineis not running, runit usingthe followingcommand.
| $ sudosystemctlstart docker

6.4. (STEPO&tart-up DatabaseServer(MySQL)

After the system igebooted, restart MySQLusingthe followingcommand:
| dfm restart dfm-mysq| |

Validation

Run the following command to ensure the MySOL container is in a healthy state. It may take some
time until its stateis healthy.

dockerps-a

Example)

$ dockerps-a

CONTAINE® ~ STATU = NAME!
d882c61ba9l Up4 secondghealth:starting) dfm-mysq|
dockerps-a

CONTAINER ~ STATU ~ NAME!
d882c61ba9l Up 2 minutes(healthy) dfm-mysq
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