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These instructions provide an overview of how to install KSP with the following MDM. Always 
check your MDM's specific documentation for the most up to date instructions.  
 

Step 1: Matrix42 MDM - Add to UEM console 

https://www.matrix42.com is a secure, mobile device management portal that works with KSP.  

This section provides instructions on how to set up the KSP plugin in Matrix MDM. 

 

 

Before you begin 

Before you begin, however, ensure that you have:  

1. Access to the UEM console. 

2. Linked your Matrix MDM console with a Managed Google Account. This allows you to 
deploy Android Enterprise devices. 

3. Enrolled eligible devices and applied any necessary enterprise policies.  

For more information on logging in to and setting up your Matrix MDM console, see Matrix42 MDM 
Guide  

 

https://www.matrix42.com/en
https://protect2.fireeye.com/v1/url?k=850b814a-e4702bc3-850a0a05-74fe48600034-1146a7fd864b12eb&q=1&e=13b14861-b64c-40fd-85c8-55fd92d47973&u=https%3A%2F%2Fwww.matrix42.com%2Fen%2Fproducts%2Ffree-trials
https://support.google.com/work/android/answer/6174030?hl=en&ref_topic=6174026
https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/020Administrator_Guide/Silverback_Administrator_Guide
https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/020Administrator_Guide/Silverback_Administrator_Guide


 

How to add Knox Service Plugin to Matrix42 MDM 

 

 
 
 
 
The Knox Service Plugin (KSP) is Samsung’s OEMConfig based solution that enables you as an IT 
administrator to use a wide range of Knox management features with Matrix as soon as they are 
commercially available in the market. 
Samsung devices running Android 8.0 or above with Knox 3.0 or later, if enrolled as Device 
Owner or devices running Android 9.0 or later with Knox 3.2.1 or above when enrolled as Profile 
Owner. 
 
Full instructions on the configuration of MGP can be found here. 
 
 
 

  

 

For more information on adding apps to the Managed App Catalog, see Adding apps to Manage 
Apps Catalog  

 

 

 

 

https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/Management_Guide/050_Administrator_Guide_Part_V%3A_App_Portal/020_Administrator_Guide_Part_V%3A_Add_Android_Application
https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/Management_Guide/050_Administrator_Guide_Part_V%3A_App_Portal/010_Administrator_Guide_Part_V%3A_Application_Types
https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/Management_Guide/050_Administrator_Guide_Part_V%3A_App_Portal/010_Administrator_Guide_Part_V%3A_Application_Types


 

 

 

Next steps - Configure KSP  

 

Step 2: Matrix42 MDM – Configure 

 

This section provides instructions on how to configure KSP policies in Matrix MDM.  

To configure your Samsung devices, please follow these guidelines: 

Navigate to Tags 

 

 

 

Click New Tag or use an existing one  

• Under Definition  
o Enter a Name, e.g. Knox Service Plugin 
o Enable Apps in Features 
o Enable Samsung Knox as device type 
o Press Save 

• Choose Profile and KSP tab 



 
 

Edit your Managed Configuration 

 

• Enter a Profile name 
• Enter your KPE Premium License Key (optional for Premium marked features) 
• Enable Debug Mode (for testing purpose)  
• Configure additional policies and profiles 
• Press Save 



 

 

For full information about the various KPE features and policies currently available with KSP, 
see KSP features and KPE functionality. 

 

 

Next steps - deploy KSP to devices 

 

Now that you've set up and configured KSP in your Matrix MDM console, you need to deploy the 
app to your managed devices.  

 

 

Step 3. Matrix42 MDM: Deploy  

This section provides instructions on how to deploy KSP policies in Matrix MDM. 

 

Deploy KSP 

 

 
 
 

Adding additional Admin Tags allows Administrators to specify Groups or levels of security to 
their Silverback Installation. Once a Device is enrolled it should already have its ‘Base Level of 
Security’ so Administrators can now create additional Tags and apply these to selected devices 
which will then receive the updated settings. 

 

New Tag 

• To create a new Tag navigate to Tags  
• Click New Tag 
• Enter a friendly name (required) 
• Enter a description (required) 
• Select the Enabled Features Area  

o Profile 
o Policy 
o Apps 
o Content 

• Select the Device Types (required)  

https://docs.samsungknox.com/admin/knox-service-plugin/ksp-features.htm#top


o iPhone 
o iPad 
o iPod 
o Android 
o Samsung Knox 
o Windows 10 
o Windows 10 Mobile 
o macOS 
o AppleTV 

• Enable Auto Population (optional) 
• Click Save 

 

After clicking Save all Enabled Features will be activated in the left panel. 

 

 

Auto Population 

Once an Admin Tag has been created, you can set up conditions so that devices enrolling into 
Silverback are auto-assigned upon enrollment. Using the information captured during 
enrollment, Silverback will determine if the incoming device needs to have Tags associated with 
it. 

Device Variables 

 

Operators 

 

The Device Variable field does not always have to be ‘absolute’, by using a wildcard (*) 
character in the Device Variable Value field the scope of the Auto-Population is widened to 
allow more devices. 

 

 

 

 

 

 



Variables 

 

User Variables 

LDAP Base DN 

 

In some scenarios, it is necessary to specify the Base DN where the LDAP filter should be 
performed. The Base DN should be entered into the text box provided, with a Full DN Syntax 
(Distinguished Name), which can be found using Active Directory User and Computers or another 
LDAP Browser. 

 

E.g. MemberOf=OU=Frankfurt,DC=imagoverum,DC=com 



 

 

LDAP Filter  

 

Auto Populating an Admin Tag can also be done using containers that exist within your LDAP 
schema (or Active Directory). This means that if you have setup distribution groups for 
individual departments, you can auto assign Tags based on these groups. When adding an LDAP 
Filter it must be done in Full DN Syntax (Distinguished Name), which can be found using Active 
Directory User and Computers or another LDAP Browser. An example of Full DN Syntax is 
displayed below: 

Full DN Syntax Example for a Sales Department Distribution group: MemberOf=CN=Sales 
Department, CN=Groups,DC=imagoverum,DC=com 

 

Ignore Empty Results 

 

The option for “Ignore Empty Results” will tell the server to not remove users from the Tag, if 
the response from LDAP is empty. In some scenarios an LDAP source can return a valid, 
successful result however without any LDAP results. Normally this would cause Silverback to 
remove all users from this Tag. If your LDAP source is returning empty results validly, then use 
this option to ensure minimal user interruption. 

Selected Ownership 

Define to which Ownership Type the Tag should be applied. You can choose between All, 
Corporate and Personal 

Manually Associate Devices 

• After saving the configured Tag click Associated Devices 
• You will see a list of already associated devices 
• Click Attach More Device  
• Select applicable Devices from the List 
• Click Attach Selected Devices 
• To detach devices use the Detach functionality.  

Export 

To Export a list of users associated with a specific Tag, use the following steps: 

• Click the Export button and choose the location to save the output file (in XLS Format). 

Push 

• Click Push to Devices to force a policy update for all associated devices.  



 

Next steps – KSP debug mode 

Now you can check the results and policy errors on the devices. 

 

 

Step 4. Matrix42 MDM: Debug mode  

This section provides instructions on how to debug KSP application in Matrix MDM. 

How to use KSP debug mode 

 

 
 
Debug mode can be helpful in testing and deploying your setup. By default, KSP runs in the 
background and has no user interface. Debug mode allows you to view the results and policy 
errors on the device so you can verify that your configurations are correct. When enabled, it 
runs an application that displays the policy status. This application should start automatically 
when a new policy is received. 
 
 

 



Feedback can be delivered async and with delay so you can manually send a Refresh Info action 
to check if any feedback is available. 

You can read more about Debug mode in the KNOX Documentation available here. 

 

Next steps – KSP troubleshooting 

Now you can quick find info about KSP configuration errors. 

 

 

Step 5. Matrix42 MDM: Troubleshooting  

This section provides instructions on how to troubleshoot KSP application in Matrix MDM. 

 

To check if a configuration was properly applied on a specific Samsung device (aka the Feedback 
Channel): 

• From the Device List page, select a device then click on it to display the details page 

• From the details page, click on the Action drop down list at the right top of screen 

• Press Application Feedback 

 

 

 

 

https://docs.samsungknox.com/admin/knox-service-plugin/debug-mode.htm


 

• Click Force new report 

 

 

The info or error messages allow you to quickly identify a problem with the KSP configuration. 

 

The list of errors with possible causes and suggested solutions is available here . 
 
 
 
 
Useful links: 
 

 
 
 
Matrix KSP admin guide: Matrix42 MDM admin guide  
 
 
Samsung's KSP admin guide: Samsung KSP admin guide 
 
 
KSP page on Google Play: Samsung KSP details 

https://docs.samsungknox.com/admin/knox-service-plugin/error-messages.htm
https://help.matrix42.com/010_SUEM/020_UEM/30Enterprise_Mobility_Management/030_Integration_Guide/Android_Enterprise_Integration/Android_Enterprise_VII%3A_Knox_Service_Plugin
https://docs.samsungknox.com/admin/knox-service-plugin/welcome.htm
https://play.google.com/store/apps/details?id=com.samsung.android.knox.kpu

