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. Pre-requisites for Knox Platform for Enterprise

Configure Android Enterprise

. Android Enterprise Deployment Modes

= BYOD

=  Company-owned Device

= Fully Managed Device with a Work Profile

=  Work Profile on Company Owned Device

= Dedicated Device
Managed Google Play [MGP] Configuration
AppConfig in Mobilelron Core UEM
Configure Knox Platform for Enterprise : Standard Edition
Configure Knox Platform for Enterprise : Premium Edition
Configure Knox Service Plugin [KSP]

%= Knox

% Secured by Knox



Mobilelron Collateral & Contacts S Knox

Contacts:
sruk.rtam@samsu ng.com

Knowledge Base:
https://forums.ivanti.com/s/welcome-mobileiron?language=en_US

3 % Secured by Knox
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Pre-Requisites for Knox Platform for Enterprise

1. Obtain access to Mobilelron Core UEM console
2. A Gmail account to map to Mobilelron Core for Managed Google Play

3. Mobilelron Customer Portal Access

4. Consider what enroliment method to use:

Knox Mobile Enrollment (KME)
QR Code enrollment

Email enrollment

Server details enrollment

%= Knox
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Configure Android Enterprise

Configure Android Enterprise

%= Knox

« Log into the Mobilelron Customer Support Portal. Navigate to: Homepage -> Bottom of page -> (Quick Links) Android Enterprise -> Create

New Android Enterprise Enrollment -> Begin

izl: Announcements Trending Articles

— Community Blog

Maobilelron Eval
B Mar7,2019 & HNic Lechner

Maobilelron Cloud: Ports, Hosts, and IP Addresses
M May16,2019 & Russell Mohr

Resizing Disk Partition of a Core Virtual Machine
M Augi2, 2015 & Mike Veinott

Android enterprise Enrollments
Al w

Android Enterprise Enrollment . 4+ Domain v

1 SAMSUNG TEST

@ 761

@ 278

@ 214

Created By

Nikhil Kamdar

2 Quick Links

> Ideas

» Android Enterprise Enrollment

> Whitelist Core Server Hostname
> Wrapped Apps

» Community Help

> Feedback
Create New Android Enterprise Enrollment
Search this list...
~ Created Date w

3/27/2M9 2:52 PM

Android enterprise Enroliment

Android enterprise Setup - Step 1
Recommended Setup Method (This recommended method is not
supported prior to Core 9_2)

Use this method if you do not have a Google Managed Domain. Device
users will be provisioned with Google automatically to gain access to
Android enterprise. This method does not require the device user to
enter a password to authenticate with Google to use Android enterprise.
If you do have a Google Managed Domain, please use the alternate
method. This recommended method is not supported prior to Core 9.2

Begin

Alternate Setup Method

Use this method if you have a Google Managed Domain. A managed
domain requires you to provision device users manually to gain access
to Android enterprise or to sync users between your LDAF directory and
Google with Google App Directory Sync (GADS). Choose this option it
you are a current Google for Work subscriber and you have already set
up the required infrastructure.

Use Alternate Setup

% Secured by Knox



Configure Android Enterprise S Knox

Configure Android Enterprise

« Click on Submit and make sure that you have signed into the Google Account that you would wish to bind.
« Mobilelron Customer Support Portal will forward you to the Google Android Enterprise binding page. Click ‘Get started’

' Google Play # @

Android enterprise Enroliment

Bring Android to Work

et started

Android enterprise Setup - Step 2

Choose which brand you are associating your Google account to. When you
click Submit, you will be redirected to a Google site to authenticate to your
Google account with your Google credentials and to agree to EMM
association. After you accept Google's agreement, you will be retumed to
Salesforce to download your JSON file to register to Core. NOTE: DO NOT
lose this file. It contains your private key. Google and Salesforce do not
keep a copy of the file.

Cancel = Submit

6 % Secured by Knox



Configure Android Enterprise S Knox

Configure Android Enterprise

« Fill out the Contact details page, tick the Managed Google Play agreement and then select Confirm. These text fields are
not mandatory, so you can alternatively leave them blank and just tick the Managed Google Play agreement and then
select Confirm.

« Click Complete Registration to complete the Android Enterprise configuration and return to Mobilelron Customer Support

Portal.
' Google Play l.. . v -

Contact details B Google Play

We need some details about your key contacts

Set up complete

Thanks for.choosing Android enterprise.

As part of our i to data protection re ions, Google must maintain contact details for a customer data proj
EU representative. We will use this information to contact you with any questions or notifications regarding the privac PO
data within our services i S

These details can be added later, in the Admin Settings section of managed Google Play, if you do not have them availabl¢

Data Protection Officer

ame Android enterprise Enrollment
Email

Android enterprise Setup - Final Step
Download the ActivateARWForCore json file and go to the Core Admin Portal
to continue your Android enterprise setup.

Phone

. Enrolliment completed.
EU Representative

Name

Email

Phone

I have read and agree to the Managed Google Play agreement

. ..
Download Google JSON Enroliment file | Exit
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Configure Android Enterprise S Knox

Configure Android Enterprise
« Log into the Mobilelron UEM console and navigate to Services -> Google
« Here you can bind Mobilelron to Android Enterprise using the JSON file created in the last step.

« Once the JSON file has been selected under ‘Upload your Enterprise Credentials’ and then click ‘Connect’, Android
Enterprise is bound.

Services

Policies & Gonfigs

Dashbeard Devices & Users  Admin  Apps Settings

Overview Access Sentr Connector LDAP Google Operators Local GA Trusted Root Cerlificates Samsung

Android enterprise (all modes)

Dashboard Devices & Users Apps  Policies & CGonfigs Settings

Go to the support portal to complate Upload your Enterprise Credentials

your Android entarpriss sstup.

Operators Local GA

Generate and download the A
ActivateAfWForCore json file ~ LDAP GOC@"&
here. If you do not have access

to the suppert portal, please

request it at here. It may take 2-3

Service Account (JSON Client 1D}

IAmiszaAwaurCore. Browse...
Android enterprise (all modes)

business days to create your

login
Account Settings
Enterprise Apps Disfribufion Google Play App Catalog
To setup the "Android enterprise” config and assign to devices, go to:
N Paolicies & Configs = Cenfigurationg = Add Mew = Android = Android Distribution Prefarencea: !:or each t_anierpr_lse: only one Core
enterprise instance is required to publish the layout for
< > @' Google Play enterprise Google Play.

WARMNING: If more than one Core instance
is publishing the Google Play layout, you will

Apps@Work

Enterprise Namea: SRUK_MI be =sending redundant (possibly conflicting)
For users: this options allows users to access layouts to Google. This does NOT affect the
e o E rise ID- LCODgedpfi apps via Google Play or Apps@Work. distributicn of apps, only the layout visible in
oogle Entorp! Google Play.
Status Anp distributi _devi
istribution: per-device
Connected e P Update app catalog in Google Play with this

Core instance:

7 Yes @ No
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Android Enterprise Deployment Modes

Deployment Modes

Android Enterprise can be deployed in the following 5 deployment modes

e N =

BYOD [ /ormerly known as Profile Ownen
Company-owned Device [ ‘ormerly known as Device Ownen

Fully Managed device with a work profile [ /ormer/y known as COMP|
Work Profile on a Company Owned Device [Android 11+]
Dedicated device [/ormerly known as COSU)

%= Knox

Mobilelron UEM can support all 5 of these deployment modes. In this next section we will show you how to configure each of
these 5 deployment modes in Mobilelron UEM for your device fleet.

Personal profile Work profile
Personal apps and personal ‘Work apps and work data.
* data.
Enterprise has no access, no Enterprise has full access,
visibility, and limited full visibility, and full
management capabilities. management capabilities
)| within the work profile.

... Contains enly work
apps and work data.

Personal profile

... Contains personal apps and
personal data

Work profile

-+ Contains work apps and work
data.

Fully Managed device
with a Work Profile or
Work Profile ona
Company Owned Device

Employee facing

...+ Inventory management

Field service management
Transport & logistics

Customer facing
... Digital signage
Hospitality check-in
Kiosks

Dedicated Device

% Secured by Knox



Android Enterprise: BYOD (Work Profile)

Android Enterprise BYOD Deployment

%= Knox

To enroll a device in the Android Enterprise BYOD deployment type, you simply need to create a ‘Android Enterprise Setting’

configuration.

« Go to Poalicies & Configs-> Configurations-> Add New-> Android -> Android Enterprise

»  Give the configuration a name and save it.

« By having this config, it enabled BYOD and Company-owned device.

»  Apply this config to a label.

Edit Android enterprize (all modes) Setting

Namea IAndraid Enterprise (Work Profile or Fully Work Managed)

Dascription

| Enable Managed Device with Wark Profile on the devices
Y] Auto update Mobile@Work app on the devices
For Android 6.0 and higher only
| Enable Runtime Permissions

| Add Google Account

For Android 7.0 and higher only
| Always-on VPN

| work Challenge ﬂ

For Samsung Knox v3 [Android 8.0)

| Enable Samsung Per-container WPN

| Move In-House app into workspace

10
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Android Enterprise: BYOD

Android Enterprise BYOD Deployment

Now all you simply need to do is enroll your device by completing the following:

%= Knox

« On your device, go to the Google Play Store, download the Mobile@Work client, and enroll your device into Mobilelron.

]

- | 1wy »
4:39 &
-
o
g &
- Mobile@Work
= S
a !
o
‘

Get Ready for Work with
Mobile@Work

2~
)

Setupa
work profile

Creating
work profile...

Work app icons ara marked with
a badge 50 you can tell them
apart from your personal apgs.

I mﬂi’mﬁgtwme entet your ﬁ
Raﬂ:‘nd’r:views _ =
! 2 : I (=] < ; . .
nstay Ent URL Ent dential Setupa Creati Device Enrollment The Personal The Work
Mobile@Work nter server nter credentials : reating evice Enrollmen er 'ne
clisa@nt & hit NEXT & hit SIGN IN CONTINUE CONTINUE work profile Work Profile Successful! profile is created profile is created
tap Agree
11 % Secured by Knox



Android Enterprise: Company-owned Device S Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at
the welcome screen. From here, there are 3 ways you can enroll your device into Mobilelron Core UEM as an Android

Enterprise Company-owned device. Use the same ‘Android Enterprise Setting’ configuration but start from a factory reset
device.

1. DPC Identifier [Also known as the hashtag method] afw#mobileiron.core
2. QR Code Enrollment / NFC Enrollment
3. Knox Mobile Enrollment

« Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

Welcome! Sopy spps and data Set up your

devi

)\
W
\

Get Ready for Work with
Mobile@Work e
P o

@ o
aas» . 1t /. | = e |
— o o =R @ - oo
. o
Setting up )
; . Enter ; : : Device Enrollment
Click Start Accept Don’t o Install Install Accept & Managed Mobile@Work will Enter server URL Enter credentials
arrow Ts&C’s Copy amtlnn:::!;"’\zg'tmm Mobile@Work Mobile@Work continue Next Google Play Auto launch and pin & hit NEXT & hit SIGN IN CONTINUE Successfull

Account
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Android Enterprise: Fully Managed Device with a Work Profile
Work Profile on a Company Owned Device (Android 11+)

%= Knox

Android Enterprise Fully Managed Device with a Work Profile Deployment or Work Profile on a Company Owned Device

(Android 11+)

To enroll a device in the Android Enterprise Fully Managed Device with a Work Profile Deployment type, the final pre

requisites is to modify the ‘Android Enterprise Setting’ configuration to look like below...
« You must click on the checkbox ‘Enable Managed Device with Work Profile on the devices’

« This needs to be in a separate ‘Android Enterprise Setting’ configuration if you need more than one set of devices

enrolling as ‘Company-owned Devices’ & ‘Fully Managed Device with a Work Profile’.

Edit Android enterprise (all modes) Setting

+| Enable Managed Device with Work Profile on the devices

+| Auto update Mobile@Work app on the devices

For Android 6.0 and higher only

+| Enable Runfime Permissions

@ User Prompt
Always Accept
Always Deny

Add Google Account

For Android 7.0 and higher only
Always-on VPN

Work Challenge 0

For Samsung Knox v3 (Android 8.0)

Enable Samsung Per-container VPN

13
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Android Enterprise: Fully Managed Device with a Work Profile
Work Profile on a Company Owned Device (Android 11+)

%= Knox

Android Enterprise Fully Managed Device with a Work Profile or Work Profile on a Company Owned Device (Android 11+)

Deployment

To enroll your device using this type of configuration will require a QR code using the Mobilelron Provisioner app:

https://play.google.com/store/apps/details?id=com.mobileiron.client.android.nfcprovisioner. NFC is not available on Android

10 or above

« App for Provisioner: Mobile@Work
+ Provisioning Mode: Work profile on company-owned device — Android 11

+ Enter you Wi-Fi Network SSID and password

Below is a screen-by-screen play to enroll your device using the QR Code method.

Welcome!

Scanning for a QR code...

a
This device belongs to your
organisation
Ta learn mare, cantact your (T admin.

149

belR adyfo r Work with
Mobile

C m . ( Sonm @ Poe - L
App Provisioner  Tap continue Tap 6 times Scan QR Click Enter Enter User Set up work Work profile
Settings on For QR code Code Next Server URL credentials profile, click gets created
provisioning From provisioning Agree
device device
14 % Secured by Knox
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Android Enterprise: Fully Managed Device with a Work Profile
Work Profile on a Company Owned Device (Android 11+)

Google

Add a personal account to get account
more from your device
at yo ou

Sign in with your personal

This stepis optional, Your personal account
won't be visible to your IT admin

Email or phane

Google Services

&

Protect your phone
Prevent others from using thés phone
without your permission by activating device
ppppppp features.

@
A few legal items to review

%= Knox

Add a personal Enter the Scroll down, Protect your Accept the Launch Device is A personal A Work We see the
account Credentials and Accept phone legal terms & Mobile@Work enrolled profile is profile is device belongs
& click Next click Next click CONTINUE created created to the
organization
15 % Secured by Knox



Android Enterprise: Dedicated Device

Android Enterprise Dedicated Device Deployment

%= Knox

To enroll a device in the Android Enterprise Dedicated Device deployment type, you must have the ‘Android Enterprise
Setting’ configuration applied to your label. Also you need to apply the ‘Android Kiosk Mode' to your label.

« Go to Policies & configs-> Policies -> Add New -> Android -> Android Kiosk Mode

« Here you can configure branding, restrictions and apps that you would like to be in your Android Enterprise Kiosk

Edit Android Kiosk App Setting Policy

Supports Android 5+ version with Device Owner Mode enabled devices only

Nama | Android Kiosk

Status @ active O Inactive
Priority ) Higherthan @ Lowerthan |Shared Device Config 1(2) e
N\ » C Dashboard  Devices & Users
\"ORE Description
Kiosk Branding
Configurations 'olicies e Top Banner will stretch across the top of the device. Defining background color is require
The Top B ill stretch the f the d Defining back d color i d
[¥] Enable Top Banner
Actions v |Add New Labels: |Filter by Labe L
| Potic Android b Android Quick Setup s Banner Background Color Background Color
: sseier [ sssater [
1| Stagin| Security Samsung Kiosk
Banner Border Color Background Image
= Connect id Ki
Shared APP Android Kiosk Mode 495918F |:| File
Privacy
dro SEMELTY EATEE Image/Logo Or Text
-y Lockdown Firmware Policy @ ImagelLogo
Sins O Text
i05 and mac0S b File Drag and drop file here
Hirdons ' [ crooec i ]
Choose File
Work Schedule

MTD Local Actions

MTD Anti-Phishing

X
Edit Android Kiosk App Setting Policy x
Kiosk Settings A
| Enable Lock Task Mode
Disable Quick Settings
Z Allow User to Access WIFI Settings
[ Allow User to Access Bluetooth Settings
; Allow User to Access Location Settings
|| Enter Kiosk Mode Immediately
Kiosk Exit PIN | 1234 Create 4-6 Digit PIN for existing Kiosk Mode from device. This PIN applies to all devices in Kiosk mode
[ Enable Shared Davice
Choose Apps
Built-in Apps Kiosk Mode Allowed Apps
a Buil-In Camera (E‘] o3 Setiings O
W BuiltIn Dialer .{E‘, e Built-In Dialer fOH] \
a Built-In Camera @ {
App Catalog Apps

4  AnyConnect m A

B BBCHews m

BFMTV, Premiére sur lnfo - Direct et.. m vl

16
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Android Enterprise: Dedicated Device S Knox

Android Enterprise Dedicated Device Deployment
The Android Enterprise Dedicated Device deployment is part of the Company-owned Device Deployment where the Kiosk is a bolt on feature on top.

Once you have done this you than then enroll your device. To enroll your device, you need to ensure the device is factory reset and at the welcome screen. From here,
there are 3 ways you can enroll your device into Mobilelron UEM as an Android Enterprise Dedicated device.

1. DPCIdentifier [Also known as the hashtag method] afw#mobhileiron.core
2. QR Code Enrollment / NFC Enrollment
3. Knox Mobile Enrollment

«  Below is a screen-by-screen play to enroll your device using the DPC Identifier method.

a
- ~
@ ” Googe & a G
Wel I A few legal items to review Copy apps and data Signin Android Enterprise Setu p your DhO ne This device isn't private Google Services
elcome: R o oot Use your Google Account, Learn m This account requires mobile device Your IT admin may be able to see your data Android Enterprise
ol e e o mansgement. nstall the habile@work app and activty on this device Tap to find out more about each service, such
Palicy

10 enfaree securiy palicies required by the
accaunt

a5 how to turn it on of off iater. Dat
used according to Google's P

Ta learn more, cantact your IT admin.

Ml Mcbile@work P—
M Mobilelron nax uses your personal data. See
Create account Do you want 10 install this application? ing Knox Privacy Policy for details o ) 9 Uselocation v -
can nstall
@ Receip: of Marketing Infarmation (osianal = Q
il manags snd morito thia =
s Ireh\hmrcnpg; Q
@ 1 have read and agree to all of the abave. app 9 Allow scanning v °
m W mobiiron
Eamerpancy cal
@ @ - = - =
< < ¢ < Accept & continue < <
Enter Accept the
' Accept Choose Don't g Install Install Accept & . p
Click Start T's & C's Copy afw#mobileiron.core Mobile@Work Mobile@Work continue Click Next Google terms

and click Next
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Android Enterprise: Dedicated Device

- | =0 s ive aazns are
= = Home. = Home i S o
-
i .- O [Gal:
1 1 Device in compliance o EE
1 Ll x
. o -9 o,
Your Privac
o\ . sy O reme
- \”‘:\ [ J—
- ) "‘w @ oo
Get Ready for Work with S remote secury recent appe.
Mobile@Work (PGS e O oongmen H asked to select a defaull Home.
To configure snd secure your device. ente your Mo cors ot scess our preane s lovmchec. leasacect Mobleon vt
Cormpanys server URL e -
i : PN 1 £ oo e additionally recommend pressing the
st i r— home key button ance whenever kiosk Is
1 re-started.
Scan QR code O registec with Emai Do nat show this again
o o e
< <
Enter server URL Enter credentials Please wait Device Enroliment In the

& hit NEXT

& hit SIGN IN Tap CONTINUE

For a short while

Successful!

Accept the usage

Mobile@Work client of the kiosk

you can start Kiosk

%= Knox

Exit Kiosk
Enter PIN 10 exit kiosk made.

As an admin you can exit
the kiosk using a PIN

18
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Managed Google Play Configuration

Managed Google Play Configuration

In the Configuring of Android Enterprise section of this document, we completed the majority of the work needed to
configure applications to be used for Managed Google Play. Mobilelron Core UEM supports the Google iFrame directly within
the console. So there is no need to navigate to https://play.google.com/work for managing Google play applications.

Navigate to Apps -> Add+ -> Google Play
Search for the App you want to distribute. For example; Samsung Email

Click the APPROVE button.

APPROVE the App Permission request

Choose how you would like to handle new app permission requests and then click SAVE
You will now see your app lists in your Mobilelron App Catalog

%= Knox

You must do one more step to make it deployable to an Android Enterprise enabled device.

sop Catag
@ a= 0 - Omw_m Productity T
B Googer [ . -
Droga
— — — — A e EEE———
[ —

Samsung Email
Samsung Electronics Co., Lid. - 4 April 2013 - 8 Everyons

Samsung Email
Samsung Electronics Co., Ltd.

cccccc

APPROVAL SETTINGS NOTIFICATIONS

Samsung Email
E.e‘:'_“;Ee?:’:“::-:: Lid

How would you like to handle new app permission requests?
® Keep approved when app requests new permissions.
sers will be able to install the updated app

Revoke app approval when this app reques‘rs new permissions.
will by from the store srea ed

19
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Managed Google Play Configuration S Knox

Managed Google Play Configuration

You must navigate to the target app via Apps -> App Catalog -> Click on app -> Edit -> Scroll to the ‘Android Enterprise’
section -> select ‘Install this app for Android enterprise’

There are a few configurations you can set for the Android Enterprise app, select what is needed.
« Once this has been completed, save the config by clicking Save.

ANDROID ENTERPRISE ANDROID ENTERFRISE

Enabling apps for Android enterprize will make them available in Google Play. Enabling apps for Android enterprise will make them available in Google Play.

[ Install this app for Android enterprise ﬂ [V Install this app for Android enterprise ﬂ

Auto Update this App @
Silent install for Mandatory Apps
; Block Widget on Home Screen ﬂ

| Block Uninstall

o’/\ » CORE Dashboard  Devices &

App Catalog Categ

Samsung Email m Cance
-
ANaroid

PER APP VPN !
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Managed Google Play Configuration S Knox

Managed Google Play Configuration
Now we have approved an application we would like to distribute in Mobilelron Core.

« Simply select the checkbox next to the app then click on Actions -> Apply to Labels -> select your target label -> Apply
- Depending on the app config attributes the app will now automatically start to download and install on the device.

Dashboard Devices & Users  Admin Apps Policies & Configs

App Gatalog Categories Installed Apps | Dashboard Devices & Users  Admin
Filters Quick Import -
App Catalog Categornies Installey
1
appis) Samsung Email Filters Quick Import
) 7l Apply To Labels x
Samsung Email [-) i Apply To Labels I
— - 1 app::a:: Remowe from Labels )
ypea labal to filter o mail - ) - )
r Send Instzallation Request Search DYy Mame or Descrplion
Samsung Email
Manage Licenses =
Typa labal to filter e Rilanan sl suisns [ Kiosk_NonS_Test  Test Not Applied PRODUCTION A
Mansce Prereanisite Ann, [ Knox Workspace... Mot Applied PRODUCTION
E Lockdown Mot Applied PRODUCTION
[T macOs Label for all macOS Devices. Mot Applied PRODUCTION
E Matteo Matteo SEI Mot Applied PRODUCTION
[7] Mikhil Mot Applied PRODUCTION
[T Nikhil_Admin Mot Applied PRODUCTION
[1 PCDeployed Ph...  Phones deployed by PC for testing Ger..  Not Applied PRODUCTION
[ PO_ELM Test Mot Applied PRODUCTION RS
H 4 Page 3 of 5 | .: Displaying 21 - 30 of 47
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AppConfig on Mobilelron Core UEM S Knox

AppConfig

AppConfig enables you to send down application configuration profiles along with your managed apps when you distribute
them through your Managed Google Play Store. This saves on having to have the UEM implement the required APIs for the
app you are using so you can remotely configure it. To use AppConfig on Mobilelron Core UEM, follow the instructions below.

- Navigate to Apps -> App Gatalog -> Click on the app you would like to configure -> Edit

Dashboard Devices & Users  Admin Apps Policies & Configs  Services Y Dashboard Devices & Users  Admin Apps Policies & Configs  Services  Settings Logs
App Catalog Categories Installed Apps App Tunnels App Control App Catalog Categories Installed Apps App Tunnels App Control Apps@Work Settings Apple Licen
Filters CQuick Import = < Back to list m
d - Samsung Email DESCRIPTION
1 app(s) ) i
Samsung Email Android Android
= App Name San
Samsung Email (-)
Size: Unknown Package Name com.camsung.android.email. provid
. Category Mone
App Configurations This update is availat amsung Mobile with A
Description |"97019 O5-
Global v
Samsung Email snablas usars to manags multip

APPS@WORK CATALOG

Feature this App in the Apps@Work catalog o
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AppConfig on Mobilelron Core UEM S Knox

AppConfig
« Scroll down to the ‘Configuration Choices’ section

« Expand ‘Default Configuration for xxx" & configure the various options you wish and then when you are finished, click the
Save button.

« Confirm the assignment by clicking Save. You have now used AppConfig to distribute a Managed Play app with a config
profile.

CDNFlGURﬁTIDN l: H DICES ¥ Default Configuration for Samsung Email ﬂ

Customize multiple app configurations, apply to different labels, and « ¥ Exchange ActiveSync tist @

¥ Exchange Active Sync account configuration

Email address

User nama
Account password
EAS domain

Exchange server name

QO QP @Q

¥ Default Configuration for Samsung Email ﬁ Y usess. @
¥ Trustan @
Account name [ )
Peak sync interval | Every 15 minutes v O
Off-peak sync interval | Every 15 minutes + 0O

Peak period start time | 480

Paoak period snd time | 1020

< [ <
[~

Paak days |62
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Configure Knox Platform for Enterprise : Standard Edition S Knox

Knox Platform for Enterprise : Standard Edition

The Knox Platform for Enterprise solution provides a robust set of features on top of the core Android Enterprise platform, to
fill security and management gaps and meet the strict requirements of highly regulated industries.

The Knox Platform for Enterprise solution comes in a two tiered offering:
- Knox Platform for Enterprise : Standard Edition [FREE]
- Knox Platform for Enterprise : Premium Edition [FREE or $ for some special options such as Dual DAR]

Knox Platform for Enterprise : Standard Edition offers free additional policies you can use to provide enhanced security,
manageability and usability over your Samsung device fleet, running Android 8.0 or above.

SAMSUNG
Knox Platform
for Enterprise

-y
l'l
Android
Enterprise
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Configure Knox Platform for Enterprise : Standard Edition

Configure KPE : Standard Edition on Mobilelron Core UEM

%= Knox

To take advantage of the free additional APIs available in KPE Standard Edition, simply complete the instructions below.

« Navigate to Policies & Configs -> Policies > Add New -> Lockdown Policy

« You have now enabled all the additional KPE Standard APIs available to you in your configuration. You are now free to select those features and

take advantage of the free additional APIs found in KPE Standard Edition!

+  Samsung KNOX Workspace (3.0)

Mote: This applies to Android enterprise Managed Devices with Work Profile with Knox version 3.0

/| Enable Samsung Workspace restrictions ﬂ
Whitelisted Google Accounts

Account

=]
| Allow camera
| Allow content sharing
| Allow email account creation
| Allow NFC
| Allow USB
| Allow New Admin Install
| Allow Google Accounts Auto Sync
| Enable Certificate Revocation Status (CRL) Check

| Allow sharing of calendar information outside container

Work Profile Samsung KPE Standard Features

] Enable Samsung Restrictions

| Samsung Restrictions.
Android Browser: @ Enable
Factory Reset: @ Enable
Google Play: @ Enable
Qutgoing SMS: @ Enable

Outgoing MMS: @ Enable

Developer options: @ Enable

Recovery Mode: @ Enable

Safe mode: @ Enable

Tethering - Bluetooth: @ Enable

Tethering - Wi-Fi: @ Enable

Manual Date Time @ Enable
change:

Google Crash Report: & Enable

Multi-user mode: @) Enable

Allow cellular data: @ Enable

| Restricted Apps
Identifier

No records to display

4

~| Turn Off Wi-Fi for S5IDs €

Disable

Disable

Disable

Disable
Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Email Account @

Creation:

Google Backup: @;
Incoming SMS: @
Incoming MMS: @

Make passwords @

visible:

OTA Upgrade: ©
Roaming voice calls: @
Setting Changes: @
Tethering - USB: &

USB Media Player: @

Certificate Revocation
Status (CRL) Check:

Google Accounts @

Auto-sync:

New admin @;

installation:

Allow USB HID @

Protocal:
+] Allowed Apps

Identifier

No records to display

Enable

Enable

Enable

Enable
Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Managed Device Samsung KPE Standard Features

Disable

Disable

Disable

Disable

Disable

Disable
Disable
Disable
Disable

Disable

@ Disable

Disable

Disable

Disable

25
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Knox Service Plugin [KSP] S Knox

* In the Mobilelron console, navigate to: Apps > App Catalog > Add > Google Play

* Search for and approve the Knox Service Plugin Application.
* Choose how you would like to handle new app permission requests and then click Done.

Approval settings Notifications

Dashboard Devices & Users  Admin Apps Policies & Configs  Services  Setting

App Catalog Categories Installed Apps App Tunnels App Control Apps@Wol Knox Service Plugln X Knox Service Plugin
Samsung Electronics Co., Ltd.
Samsung Electronics Co., Ltd.
Choose A F ‘ '\/ -- i . .
o ‘wJ Tunes ‘ Vg SR AR ‘ [ ]| Windows How would you like to handle new app permission requests?
Showing permissions for all versions of this app

@ Keep approved when app requests new permissions.

This app has access to: Users will be able to install the updated app.

' Google Pla Knox Service Plugin “ -
g 4 E Photos / Media / Files O Revoke app approval when this app requests new permissions.

« read the contents of your USB storage App will be removed from the shop until it is reapproved.
+ modify or delete the contents of your USB storage

B‘
Ap pS B Storage m

+ read the contents of your USB storage
+ modify or delete the contents of your USB storage

' Updates to Knox Service Plugin may automatically add additional
o capabilities within each group. Learn more

Knox Service Pl Samsung Knox | Knox Deploymer
Samsung Electron Samsung SDS INC Samsung Electron
* ok ok ok * & * ok ok ok
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Knox Service Plugin [KSP] S Knox

* Select the Knox Service Plugin and then click Next.
« Category is optional, select Next.

* Select Install this app for Android Enterprise and make sure Silent install for work managed devices, Auto Update this App
and Block Uninstall are ticked.

Admin  Apps Policies & Configs  Sefvices Seitings Logs Knox Service Plugin

> Knox Service Plugin -

nstalled Apps App Tunnels App Control Apps@Work Settings Apple Licenses

Install this app for Android enterprise o

P - - | /1] silent install for work managed devices
Application Name | Knox Service Plugin .

KnOX Se vice P|Ug|n Description | For enterprise IT Admins to setup Knox policies on

Samsung mobile devices.

Auto Install Mode Force Install v

App Download Priority Medium v

Samsung Electronics Co., Ltd. whkkk o 106 8

_ [ Install only when connected ta Wi-Fi
v ( APPROVED

0 PEGI3 [ install only when charging

[ Install only when Idle

&, This app offers managed configuration
o s app ged conllg Category v Auto Update this App @
@ This app is only available in certain countries

Silent install for Mandatory Apps

Add New Category
Select Unapprove Approval Preferences o
PP P Block Widget cn Home Screen 0

Block Uninstall

Cancel | Cancel Quarantine app when device is quarantined
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Knox Platform for Enterprise : Premium Edition

%= Knox

Scroll down to Default Configuration for Knox Service Plugin.

Enter a Profile name of your choice.

Copy and Paste your KPE Premium License Key from your Samsung Knox Portal.

To configure the KPE premium settings, scroll down and select configure against the desired configuration option.

Select Finish.

b
Knox Service Plugin
/ g

¥ Default Configuration for Knox Service Plugin 0
Profile name  Knox profile

KPE Premium License key | KLMO2-X33X

O Debug Mode 0

P Device-wide policies (Device Owner) 0
P Work profile policies (Profile Qwner) 0
P DeX customization profile (Premium) 0

¥ Device and Settings customization profile (Premium) 0

e

.
Knox Service Plugin
P g

" VN POIICY (FTEMIUM} W

Enable VPN controls 0

VPN type | Device-wide ~ O
g Manage list of apps that use VPN 0
Enable on-demand VPN 0
P Manage list of apps that can bypass VPN 0

Name of VPN profile to use | VPN 0

[[] Enable VPN chaining @@

Mame of secondary VPN profile to 0

use
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Knox Platform for Enterprise : Premium Edition

* Knox Service Plugin will now appear in your App Catalog list.

* To assign, tick the Knox Service Plugin, select Actions and then Apply To Labels.
* Select your label and then click Apply.

CORE
Filters
3 app(s)

mobileiron

knox

Type label to filter

¥ Source

@ a

Public

In-House

Dashboard Devices & Users  Admin Apps

App Catalog Categories nstalled Apps Ar
|I|HHHHHHIIIH' Quick Import =
I Apply To Labels n
Remove from Labels i
e Plugin
I se Request
Manage Reviews jervices
| Manage Prerequisite App
Delete
r KNOX

o

Apply To Labels

Page |1

of 1

Not Applied

%= Knox

production

Displaying 1-1of 1
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Document Information %= Knox

This is version 2.2 of this document.
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S Knox

Thank you!




