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IBM MaaS360 Collateral & Contacts S Knox

Contacts:
sruk.product@samsung.com

Knowledge Base:

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/mc collateral/mc landing.htm
https://www.ibm.com/security/mobile/maas360
https://www.ibm.com/security/mobile/maas360/android-mdm

IBM MaaS360 Solution:
https://www.youtube.com/watch?v=UeH zGcJ-bM

Trial Access:
https://www.ibm.com/account/reg/us-en/signup?formid=urx-19907
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Pre-Requisites for Knox Platform for Enterprise S Knox

1. Obtain access to MaaS360 console
2. A Gmail account to map to MaaS360 for Managed Google Play
3. Consider what enrollment method to use:
= Knox Mobile Enrollment (KME)
= QR Codeenrollment
= Email enrollment
= Server details enrollment
4. Obtain a Knox Platform for Enterprise Premium License
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%= Knox
Obtain access to MaaS360 console

https://m2.maas360.com/emc IBM MaaS360

& IBM MaaS360

|.dworkin@samsung.com

& C 8 hitps://m2.maas360.com/emc ‘ ........... | ‘

i Apps =. Sign in to your Micr... (@ WhatsApp 4 Devicelist m Search 4 FeatureCard & KNOD

n
|BM M333360 Forgot Usemame or Password?
< C 8 https;//m2.maas360.com/emc/ b4 o
i Apps =. Sign in to your Micr... (@ WhatsApp 4 Devicelist m Search 4 Feature Card 4 KNOXResources & Google »

|BM MaaSSGO mi;t':;nn Search for Devices, Users, Apps or Docs

REPORTS

IBM MaaS360

HOME DEVICES USERS SECURITY APPS DOCS SETUP

I Remember Me

Devices + Users + Apps + Docs +

[0 57 29 7 = o0

Forgot Username or Password?

My Alert Center ¢ + ¢ O 0

0 Recently Added 0 No Passcode 0 Jailbroken or Rooted

0 Out of Compliance 0 Roaming 0 Email/\VPNAW-Fi Configuration
Failure

57 Long Inactivity

Not a customer? Try For FREE
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% Knox
A Gmail account to map to MaaS360 for Managed Google Play

https://play.qgoogle.com/work

&« C & hitpsy/play.google.com/work w 8

i Apps BB SignintoyourMicr.. (@ WhatsApp 4 Devicelist m Search 4 Feature Card 4 KNOXResources & Google » Other bookmark:

Google

Welcome

Cookies help us to deliver our services. By using our services, you agree to our use of cookies.  Learn more Got it

@ leighdworkin.maas360@gmail.com v

B GooglePlay | searn KN = EI

Enter your password
=
Featured Work Apps
My managed apps
Sh()p .. GG gle Forgot password? m
8 Av/a ot
B Sian i

Help Centre Ign In

CamScanner - WPS Office + = Slack

INTSIG Information | Kingsoft Office Softv Slack Technol

Continue to Google Play

Works With G Suite _ 1
Apps for making work easier Email or phone . Google Play Search n HH G

E . leighdworkin.maas360@gmail.com|

NAME COsT LICENSES STATUS DATE
My managed apps
. Sho Knox Service Plugin - Approved March 1, 2019
Forgot email? 0 @
Updates c
o Google Chrome: Fast & Secure - Approved November 6, 2018
Admin Settings O BBC Sport - Approved  July2 2018
Not your computer? Use Guest mode to sign in privately. Help Center
Gmail - Approved July 2,2018
Learn more
QR code reader / QR Code Scanner - Approved June7, 2018

Approved June7, 2018

Apk Extractor

Ol

Create account m
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Configure Android Enterprise S Knox

Configure Android Enterprise

« Loginto MaasS360 Console. Navigate to: Setup -> Services -> Mobile Device Management
« Click more... next to Mobile Device Management

« Select Enable Android Enterprise Solution Set

« Select Enable via Managed Google Play (no G Suite)

Enable Android Enterprise Solution Set

Enable Android enterprise features, such as Work Profile (Profile Owner), Work Managed Device (Device Owner) and COSU to better protect and control work data on managed devices. Learn more
O Enable via Managed Google Play Accounts (no G Suite)

O Enable via Google Accounts (managed Google domain)

Click here to sign up and enable managed Google Play [

« Click here to sign up and enable managed Google Play |
« Then Click Enable to Auto Import Approved Apps

Note: The link cpens in a new page. Ensure pop-up blockers are disabled prior to clicking on the link.

Confirm Android Managed Google Play Accounts Enablement X

Auto Import Approved Apps

Import apps tied to your Android Enterprise account once approved on Google console. I you
want to skip import now, uncheck the option and enable it later from Apps > App Catalog =
More = App Catalog Settings = Android Enterprise Settings.
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Configure Android Enterprise S Knox

Configure Android Enterprise
* You will then get redirected to a Google Play screen. Click Get started.

« Fill out your Business name and Select Next to allow IBM MaaS360 to be your EMM provider.
* (Note re-enrolling looks slightly

different and there are fewer steps
« Click Re-enroll)

B Google Play

B Google Play

Bring Android to Work

Get started

Bring Android to Work —

Click here to re-enroll enterprise Dworkin Consulting with IBM.

B Google Play

Business name

We need some details about your business

Business name

Samsung Research UK

Enterprise mobility management (EMM) provider

[[:1X] | Previous Next
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Configure Android Enterprise S Knox

Configure Android Enterprise

« Fill out the Contact details page, tick the Managed Google Play agreement page and then select Confirm. These text fields are not
mandatory, so you can alternatively leave them blank and just tick the Managed Google Play agreement and then select Confirm.

» Click Complete Registration to complete the Android Enterprise configuration and return to IBM MaaS360 Console.

' Google Play

Contact details

We need some details about your key contacts

As part of our i to data protection re ions, Google must maintain contact details for a customer data protection officer and an
EU representative. We will use this information to contact you with any questions or notifications regarding the privacy and security of your
data within our services

These details can be added later, in the Admin Settings section of managed Google Play, if you do not have them available right now.

Data Protection Officer

B Google Play

Name

Set up complete
Email

Thanks for.choosing Android enterprise.
Phone

Complete Registration

EU Representative

Name
Email

Phone

I have read and agree to the Managed Google Play agreement

Tevious
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Configure Android Enterprise S Knox

Configure Android Enterprise

« Youshould now have been redirected back to the IBM MaaS360 console

« The Mobile Device Management configuration should now be completed and look similar to the below.

* You may check by visiting Setup -> Services -> Mobile Device Management again

Your IBM MaaS360 tenant is now configured and ready to deploy Android Enterprise and Knox Platform for Enterprise: Standard Edition.

Services

Mobile Device Management
m Mobile Device Management (MDM) provides the ability to provision, manage, and secure corporate and empl

message, locate, lock and wipe. Advanced MDM features include automated compliance rules, BYOD privacy
E‘ Upload Apple MDM Certificate

Apple MDM Certificate™ No file chosen

Certificate Password”

Import iPhene Configuration Utility settings.
Enable Android Enterprise Solution Set
Enable Android enterprise features, such as Work Profile (Profile Owner), Work Managed Device (Devic

Managed Google Play

The Email 1D used to bind your crganization is leighdworkin. maas360@gmail.com

Enable Android Enterprise Solution Set

Enable Android enterprise features, such as Work Profile (Prefile Cwner), Work Managed Device {Device Owner) and COSU to better protect and control work data on managed devices. Learn more

Managed Google Play

The Email ID used to bind your organization is leighdworkin.maas360@gmail.com
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Android Enterprise Deployment Modes S Knox

Deployment Modes
Android Enterprise can be deployed in the following 5 deployment modes

1. BYOD
«  Work Profile [formerly known as Profile Owner or POl
2. Company-owned Device
«  Fully Managed Device [formerly known as Device Owner or DO]
*  Fully Managed Device with a Work Profile [formerly known as COMP, on Android 70 or beforel
«  Work Profile on a Company-owned Device [ WPC, only on Android 71 or later]
3. Dedicated device [formerly known as Corporate Owned Single Use or COSU]

IBM MaaS360 can support 4 of these 5 of these deployment modes, all but COMP. In this next section we will show you how to configure
each of these 4 supported deployment modes in IBM MaaS360 for your device fleet.

. —

Personal profile Work profile

Personal apps and personal ‘Work apps and work data.
* data.

Personal profile

... Contains personal apps and
personal data

Customer facing
.....x. Digital signage
Hospitality check-in
Kiosks

Employee facing

... Inventory management
Field service management
| Transport & logistics

... Contains only work
apps and work data.

Enterprise has no access, no Enterprise has full access,

visibility, and limited full visibility, and full

management capabilities. management capabilities
)| within the work profile.

Work profile

--= Contains work apps and work
data.

Bring Your Own Device Company-owned Fully Managed device Dedicated Device
[BYOD] Device with a Work Profile
Or

Work Profile on a Company-owned Device
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Create a User in MaaS360 Add User ;

Basic

Create a User in MaaS360
Full Name Leigh Dworkin

eNavigate to: Users and Click the Add User button

O . . . Username* leighdworki
vOrKin
eFillin all required fields and then click Save. 9
n#
Domain rkselab.com
| BM MaaSSG m&un Search for Devices, Users, Apps or Docs
R 4
Email . dworkin@samsung.com
HOME DEVICES USERS SECURITY APPS DOCS REPCRTS SETUP
User Directory @ | AddUser Hide Users with no Devices Managed Apple ID Enter Manz iD
Use the Cloud Extender or Azure AD Integration to integrate with your Corporate User Directory to impert group and associated user information. Cloud X
Extender is available for download on the Services enablement workflow. Azure AD Integration is available as part of Enterprise Integration. Imported . . "
o information can be used for automatic provisioning of users, group based policy assignment and App & Doc distribution. Supported User Directaries for AUthenhcatlon Type NlaaS360 v
Cloud Extender are Active Directory, OpenLDAF, Novell LDAF, IBM Domino LDAF and Oracle User Directory.
To specify groups to import, use the workflow: Add User Directory Group. To add Local Groups, use the workflow: Add Local User Group
User Groups Enter a few characters of Group Name
Username Full Name Domain Email Addre... Status? User ... Last Update... Z
teph: kselab.c Local Direc 07/128/2018 15:38 BS
- N o i d Android Enterprise sbhomenst  SoPREn@rkeslaboo o, oAl e ' Phone Number ‘ ~
View | Add Device | Deactivate | More.. m tory T +1 v |Dhc ne ,\ um be;
bennetts [ ] rkselab.co stephen.b@samsun Local Direc  D3/28/2019 11:40 G
View | Add Device | Reset Password | More... SEESTEEEE m a.com Active tory MT
cosu [ ] ) rkselabco  stephen b@samsun ) Local Direc  0S/06/2018 11:56 BS Location Enter office location
. Kiosk User Active SR VAR (MR ER YL ERLSELR PN
View | Add Device | Reset Password | More... m g.com tory T
leigh o . |.dworkin@samsung. . Local Direc 07/25/2018 12:35 BS
Leigh Dworki kselab Acti g
View | Add Device | Reset Password | More... A R e com cie tory T Add New Device D v

leigh_dworkin.ae
* Note, you may need to Reset the Password for the new user: .. | add Device | Besst Password | More...
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%= Knox

Add User to a Group in MaaS360 .

Add MaaS360 User Group

. NaV|gate to Users > Groups > Add -> Maa5360 User Group Tgreol:s:rj;?;ﬂi‘llasbeen added successfully. You can manage this and issue Group Actions using the
* Fill in the required fields and add the email address of the user to "Usernames” field. Then click Save.

+ Click OK
IBM MaaS360 |Watser

HOME DEVICES USERS SECURITY APPS DO S REPORTS

Directory

Groups & | show Private Groups Bulk Delete User Groups Bulk Import Grouge
Name eIz Type Policies Rule Sets Apps Docs Updated by X
Android Enterprise era € w *Gmail
Afw tephen.b@ .
users | Edit | Delete | More... = e #55C Sport serenbe=mansen - Add MaaS360 User Group
P .
est‘ Devices . L] I_E'u System Administrator
Devices | Refresh | Edit | More...
oo Note:
Carporate Owned Devices o flor .
=| System Ad trat e - g i,
Devices | Refresh | Edit | More... U yetem AmmEtrear User Groups can be used for assigning policies and distributing Apps & Docs. To manage Groups and
Devi i o " ni 3
evices Not Reported in Last 7 days Y Q YRR take actions on these, use the " Groups " workflow
Devices | Refresh | Edit | More...
Devi iith P; de Out-of-Cq li
e\l‘ces with Passco e‘ ut-of-Compliance [ l_l_—l-:l S O Name * BYOD| Work Profile
Devices | Refresh | Edit | More...
Roaming Devices o "-_Ij St ] -
) ) = ystem Administrator s
Devices | Refresh | Edit | More... Usernames (OI' Email Ieighd'.'.'orkin (l.dv.'orkin@samsung com).
All Devi > g
evices ‘ o L] System Administrator Addresses)
Devices | Refresh | Edit | More...
Smartph
mé LS . o I_E‘u System Administrator
Devices | Refresh | Edit | More... S
Tablets Py . Description BYOD Work Profile or PO setup
) ) =0 System Administrator
Devices | Refresh | Edit | More...
iPad
:Da S | Refresh | Edit | M 1] I_E'u System Administrator
evices | Refres it | More...
iPhones o q - User group to be available for Security (Policies, Compliance Rules, Locations and Privacy
Devices | Refresh | Edit | More... Semngs)
i0S Devices (] i
e System Ad trat A
Devices | Refresh | Edit | More... U yeem AcmintrEer App distribution
Android Devices [ G .
=| System Ad trat AL S
Devices | Refresh | Edit | More... U yetem Acministrazer Doc distribution
Ei g i
mF\oyee aned DEVIFES o '_'-TJ System Administrator
Devices | Refresh | Edit | More...
Wi i Cancel Save
II'II‘jOWS Phone DeVIEéS L] I_E'u System Administrator
Devices | Refresh | Edit | More...
Jump To Page Displaying 1 - 15 of 15 Records | Show |25 | Records Resevrm
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%= Knox

Enroliment request sent successfully.

An enroliment request and registration instructions have been sent to
l.dworkin@samsung.com

Add a device for the newly created user

The device can also be registered by accessing the below URL from the
device.

* In the User directory click Add Device for the relevant user
+ Click Send Request

¢ Click OK URL: https://m dm/20010155/7578805

Corporate Identifier: 20010155

A QR Code for Enrollment URL
Add DeVICG Download

Basic Advanced

User Directory

Device Addition Mode Enroll using Android

enterprise

Use the Cloud Extender or Azure AD Integration to integrate with your Corporate User Directory to import gro Managed Google Play Account Type O Device Account @

automatic provisioning of users, group based policy assignment and App & Doc disfribution. Supported User Account type once chosen cannot be
o ) changed later. @ User Account O
To specify groups to import, use the workflow: Add User Directory Group. To add Local Groups, use the wo
Username leighdworkin
Username Full Name .
Domain rkselab.com
ae i ] ; .
Android Ente Email |.dworkin@samsung.com
View | Add Device | Deactivate | More...
Phone Number +1 Phone Number
sennetts o Stephen Ber i Lo
View | Add Device | Reset Password | More... P .
ety Lo Email | sMs
CosLU
View | Add Device | Reset Password | Mare o Kiosk Uses
Copy Email [] ™e Enter comma separated email
lsigh i ] .
Leigh Dwork
View | Add Device | Reset Password | More <
Cancel Send Request
leigh.ae i ] _ .
Leigh Dwork
Wiew | Add Device | Reset Password | Maore... 9
leigh. dygrkin 2= [ ] _ _
Leigh Dworkin
View Reset Password | More... 9
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Android Enterprise: Work Profile (BYOD) 5 Knox

Android Enterprise Work Profile Deployment
Now all you simply need to do is enroll your device by completing the following:

« Onyour device, go to the Google Play Store, download the IBM MaaS360 agent, and enroll your device into your tenant.
« Alternatively, in a browser on the device, visit the URL from the Email invitation for the device:

9 & L] 3
ns.E e 8 P e . NS 92%a 1714B A . Al 2% REALE-TLN BN T 91%e 717 a® -
€ Google Play Q IBM MaaS360 IBM MaaS360 1BM MaaS360
IBM MaaS360 Search d
IBM MaaS360 \/lj {] MaaS360 MDM for Android k Authenticate Accept Terms
(0] [ Provide your corporate credentials e for . . i
Instructions Set up a wor Validating Setup 880
structions isiness. roﬁ I e ﬁ Usemname leigh dworkin.ae L
p e Starting device registration and Android saan v Play Store

Enterprise selup

Leating

——— Loworkngsamewngeom | profiles work profile...

Work app icons are Configure Google Account

L very his
i touch anyth
=] that you keep personal marked with a badge so * e
— Configuring Gocgle Account on the device

Corporate ID 20010155

i Balance your work and life from your personal apps. - clog
i o ¢ o6 v Faes ok apps ihen yodiedone ﬁ. Reset Password Token & =
T ———— “‘a Tl2)3Q4)516)718)9)0 Erdsting Bases Biss Ror Tl Sha devicy et c-m:]amr e
e supports Androd devices glwlelrltlylulilolp -
READ MORE RANOAONDEL Finishing Setup % ’:
2 = 9 W, @ w0 . com Nex e i ol SendLogs —
1T o < 1l o < i1 o v o n 0 < " o < m o < n 0 < il (] < m
Visit URL in Samsung Install MaaS360 agent Check email Click Agree to Creating Enteruser credentials ~ Review Steps Accept terms Validate Setup Device Enrollment
Browserfrom  from Google Play Store  and hit Continue create Work Profile Work Profile & hit Continue & hit Continue and conditions& by hitting Continue; Successfull:
Email invitation. hit Continue various screensthen  Work Tab Created
Click Install flash past
endingin
Finishing Setup

*You can also enroll your device using the alternative IBM MaaS360 methods. For example QR Code - see next slide.
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Android Enterprise: Work Profile (BYOD) - QR code

Android Enterprise Work Profile Deployment with QR code
Now all you simply need to do is enroll your device by completing the following:

%= Knox

« Onyour device, go to the Google Play Store, download the IBM MaaS360 agent, and enroll your device into your tenant.
« Alternatively, in a browser on the device, visit the URL from the Email invitation for the device:

1BM MaaS360

nsw@ee

& Google Play Q i

1 Maas360 MDM for Android
BORN 1105360

Visit URL in Samsung Install MaaS360

Browser from
email invitation.
Click Install

Agent from
Google Play Store
and Run it

Send Logs

(o] <&

Click Scan
QR Code

Scan QR Code.

Scan the QR code
from
emailinvitation
then click Continue
on nextscreen

ViBwe . N a2e

Set up a work
profile

One device, two different
profiles
Betwe

Balance your work and life
Pause your work apps when yaure don

Click Agree to
create Work Profile

Creating
work profile...
Work app icons are

marked with a badge so
you can tell them apart

from your personal apps.

Creating
Work Profile

Enter user credentials

I1BM MaaS360

Authenticate

......

& hit Continue

BM MaaS360

Review Steps
& hit Continue

1EM MaaS360

Accept Terms

Accept terms and
conditions & hit
Continue

IBM MaaS360

Validating Setup

g Anciroid

Validate Setup
by hitting Continue

Configuring Goagle Accaunt on the dexioe

IBM MaaS360
Configure Google Account l
Reset Password Token

Creating Reset Password Toksn on the device .

Finishing Setup

Reporting enraliment camplaticn

yyyyyy

Device Enrollment
Successful!:
Work Tab Created

Various screens
flash by quickly
ending in “Finishing Setup”

16
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Android Enterprise: Work Profile Enroliment

How to tell that Work Profile has been successfully set up:

1717 A & @ N =l 91%m

® &0

Samsung Google Microsoft  Play Store
Apps

Pay ﬁ f

Samsung Galaxy Store Facebook Spotify
Pay

O X © &

Camera Gallery Clock Contacts

23 R

X

Settings Calendar  Calculator  Samsung
Notes

s B e Q

Game Samsung Tips Google TV
Launcher Global Goals

Search

e o

Personal

1717 A & & N2l 91%m

Search

®o "’Ao =

Contacts \VEERE]0) My Files Play Store

Personal

A'| Emergency calls ¢ Rl 91%m

oGl S

No mention of device belonging

to your organization
onlock screen

17
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Android Enterprise: Company-owned Device - DPC identifier S Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device.

1. DPC Identifier [Also known as the hashtag method] afw#maas360
2. QR Code Enrollment / NFC Enrollment -

. scan QR code (MaaS360 Portal -> Devices —-> Enrollments -> Other Enrollment Options -> Android
Enterprise QR Code Provisioning)

3. Knox Mobile Enrollment (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options ->
Android Enterprise KME enrollment)

« Below is ascreen-by-screen play to enroll your device using the DPC Identifier method:

Y] R " MaaSI60 M MaaS380 MaaSI60 BM MaaS360 2! MaaS360
. ’ﬂ‘ B {‘.r n n n ﬂ n dati tup
Welcome! ) ”Foryourreview S::Irsr:i'sgs;:;pssr:;d Choose a Wi-Fi network } Cﬂl?y a‘p‘p‘s‘a?‘:‘i"t.i‘a‘l‘al miﬁ.‘:uwm,.v Vo”ﬁ!:ﬁ:;:;' ts Ge"ings";?jgﬂfm work Set up your phone This device isn't private "

manr services e a7 sk Lses rrobile device

@ | Ui ca k. iC084
. ? 5 : B, Noarby duvices T whackp
- = o [ Q9 g

< $ I_III I_III I_III —V - : y
Click Start Accept Agree to Connect to Don't copy Enter Note your Getready  InstallMaaS360  Note device Enter email and Enter ReviewSteps  AcceptTerms  Validate Setup Click Close
Ts&C’s permissions WiFi if apps & data afw#maas360 accountis for work by hitting isn’t private & Corporate ID Credentials And Continue and Continue by hitting Continue; Device Enrollment
and click for Samsung needed and click Next managed & click setup... Continue hit Next various screensthen  Successfull
Next apps Next flash past

endingin
Finishing Setup
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Android Enterprise: Company-owned Device - QR code < Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device.

1. DPC Identifier [Also known as the hashtag method] afw#maas360

2. QR Code Enrollment / NFC Enrollment —

. scan QR code (MaaS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> Android

Enterprise QR Code Provisioning)
Android Enterprise QR Code Provisioning

. Select Device Owner (DO) mode and Corporate Owned:

Enrelimant Settings WI-Fi Settings
Corporate 1D 20010155
Android Enterprise mode (®) Device Quner (DO) mode

O Work Profile on Corporate Owned

Ownership (®) Corporate Owned
(O Corporate Shared

3. Knox Mobile Enrollment (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options ->
Android Enterprise KME enrollment)

« Below is a screen-by-screen play to enroll your device using the QR code method:

B\ Maat MaaS360
® 1M MaaS360
B a a G ) inishing Setup
i Valid: Se .
Welcome! Scanning for a QR cade... This device belongs to Set up your phone This device isn't private Google Services Foryourreview 5 _é 2 allng:up A o .
< <
L L
Click 6 times Scan QR Code Click Next etting Up Device notprivate;  Accep Validating Setup Finishe
On Tstscreen generated When Connected phone, click Click Continue services Setup Google Account Note Knox license Click Close

in Console Continue Click Next Configuration Activation
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Android Enterprise: Company-owned Device - KME & Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 3 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device.

1. DPC Identifier [Also known as the hashtag method] afw#maas360

2. QR Code Enrollment / NFC Enrollment —
. scan QR code (MaaS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> Android
Enterprise QR Code Provisioning)
3. Knox Mobile Enrollment (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options ->
Android Enterprise KME enrollment)

This generates a JSON string for your KME profile in the KME console, similar to the one below, which may be customized -
{"prompt_for_asset_tag":false,"disallow_enrollment_skipping":true,"enrollment_corp_id":“XXXXXXXX","enrollment_account_type":"userAccount”,"prompt_for_device_name":false,"ae_container_type":"WORK_N
ATIVE_DEVICE","enrollment_username":“a.b@ccccc.com”,"ae_enrollment_flow":"KME_ENROLLMENT","enrollment_email":" a.b@ccccc.com ","enrollment_ownership":"Corporate
Owned","enrollment_password":“x**x**x**xx¥x*x" "android.app.extra.PROVISIONING _DEVICE_ADMIN _COMPONENT_NAME":"com.fiberlink.maas360.android.control/com.fiberlink.maas360.android.control.recei

vers.Maas360DeviceAdminReceiver"}

 Below s a screen-by-screen play to enroll your_dyevice using Knox M‘Qﬂl.oile Enrollment (KME):

IEM MaaS360

MaaS360 EM Maa$360

@

a
This device isn't private

Getting ready for work
selup...

Validating Setup

For your review

Welcome! Permissions for Choose a Wi-Fi network

Samsung apps and
services

«,
< ) . - | —
) Accept Agree to —— ; ) . ; I . -
Click Start e 9 e Connectto Wait while Getreadyfor  |nstall MaaS360 Device not private; Enter emailand Enter Review Steps AcceptTerms  Validating Setup ~ Configure Google  Setup Finished
Ts&Cs permissions Wi-Fi KME updates work setu Click Next Corporate ID Credentials And Continue and Continue Continue Account - Continue  Click Close
Click Next for Samsung P MDM app by
apps Clicking Continue
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Android Enterprise: Fully Managed Device Enroliment

How to tell that Fully Managed Device has been successfully set up:

= .1 100%8 1557 A @ @ o 2. 100%8 Emergency calls only 2 all 100% 8

Search

@500

Samsung Google OneDrive  Play Store

@ f o X

Galaxy Store Facebook Camera Gallery

©CO « O @

e

t : :

'4 Thu, 16 June &
cCAS® .

Clock Contacts Settings Calendar

33 ’
00

Game MaaS360 Tips
Launcher

Galaxy Store  Gallery Play Store Google

No Personal nor Work tabs;

g , ! Mention of device belongin
Sparse set of icons including Maas360 agent ging

to your organization
on lock screen
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Android Enterprise: Fully Managed Device with a Work Profile < Knox

Android Enterprise Fully Managed Device with a Work Profile Deployment
This is not currently supported by IBM MaaS360.
Attempts to enroll into Fully Managed Device with a Work Profile on Android 10 will result in a Fully Managed Device.

However, on Android 11 or later a very similar deployment mode — Work Profile on Company-owned Device - is supported. See next page.
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Android Enterprise: Work Profile on a Company-owned Device (QR CODE) & Knox

Android Enterprise Work Profile on a Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the

welcome screen. From here, there are 2 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device with a Work Profile.

1. QR Code Enrollment / NFC Enrollment -

. scan QR code (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> Android

Enterprise QR Code Provisioning) Android Enterprise QR Code Provisioning

. Select Work Profile on Corporate Owned and Corporate Owned:

Enrollment Settings Wi-Fi Settings
Corporate ID 20010155
Android Enterprise mode () Device Owner (DO) mode

() Work Profile on Corporate Owned |

Ownership @ Corporate Owned
(O Corporate Shared

2. Knox Mobile Enrollment (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options ->
Android Enterprise KME enrollment)

* Below is ascreen-by-screen play to enroll your device using the QR code method:

This device belongs to
your organisation
e e contoc o 11 e

Getting ready for work
setup...

a Google
Add a personal account
to get more from your
phone

0

Getting your phone

Set up a work
profile

ign i if For your review
Welcome! Sign in with your personal ¥

account

Creating
work profile...

One device, twa cifferent
profiles

nnnnnnnnnnn

Agroe

Click 6 times Scan QR Code Connect to Wi-Fi Deviceis your Setting Up Setup Creating Configure Google Skip personal Google Services Getting your Accept T's &C’s, Device Enrollment
On Tstscreen Generated organization’s. Work Device Work Profile Work Profile Account — Click Next Google Account selection. phone ready... click Next Successful!
in Console Click Next Click Agree setup More then Accept
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Android Enterprise: Work Profile on a Company-owned Device (KME) S Knox

Android Enterprise Work Profile on a Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the
welcome screen. From here, there are 2 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device with a Work Profile.

1. QR Code Enrollment / NFC Enrollment -

. scan QR code (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> Android
Enterprise QR Code Provisioning)

2. Knox Mobile Enrollment (MaasS360 Portal -> Devices -> Enrollments -> Other Enrollment Options ->
Android Enterprise KME enrollment)

This generates a JSON string for your KME profile in the KME console, similar to the one below, which may be customized
{"prompt_for_asset_tag":false,"enrollment_corp_id":“XXXXXXXXX","enrollment_account_type":"userAccount”,"prompt_for_device_name":false,"ae_container_type":"WORK_NATIVE_PROFILE","enrollment_domai
n":“cccccccc.com”,"enrollment_username":“a.bbbb@cccccccc.com”,"ae_enrollment_flow":"KME_ENROLLMENT","enrollment_email":" a.bbbb@cccccccc.com”,"enrollment_ownership":"Corporate

Owned","enrollment_password":“x**x**x**x*" "android.app.extra.PROVISIONING _DEVICE _ADMIN_COMPONENT_NAME":"com.fiberlink.maas360.android.control/com.fiberlink.maas360.android.control.receivers.
Maas360DeviceAdminReceiver"}

* Below is a screen-by-screen play to enroll your device using the KME method:

Getting ready for work
setup...

Set up a work
profile

Welcome! Permissions for Samsung

apps and services

Choose a Wi-Fi network &

Creating
work profile...

Click Accept eég:-i:-t% Connect to WiFi K\II\V/IaEituWQ;ltees Getting ready woflff)?gfile Creating Open MaaS360 Uninstall Open MaaS360 Enrolling Validating Ensure Finishing Setup!
Start T's &C's, click Next for Sa'm;O ns P Forworksetup (e Agree. Work Profile agentin MaaS$360 in agent in Work Device... Setup... Environment...
appsu g Personal profile  Personal profile profile
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Android Enterprise: Work Profile on a Company-owned Device (WPC or WPCO) < Knox
How to tell on the device that you are in WPC mode — Personal and Work Tabs + Device Belongs to Organisation

13228 - &

1322 - 2 O » 2l 52%& | Emergency calls or X Bl 51% &
Search :

Search

@500 s o ®mQ

Samsung Google OneDrive  Play Store

@ §f o =

Galaxy Store Facebook Camera

Contacts  MaaS360 My Files Play Store

Gallery

© s« O ©

Clock Contacts Settings

s & @
(oo}

Game MaaS360 Tips
Launcher

Calendar

This device belongs to your orga...
Personal Personal

_Charging: 51%
s 2 0 45 m until full
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Android Enterprise: Dedicated Device S Knox

Android Enterprise Dedicated Device Deployment
This should be possible and will be documented when time permits. IBM MaaS360 |¥®..,

HOME DEVICES USERS SECURITY APPS DOCS REPORTS SETUP

A COSU policy should be selected within the Android Enterprise Settings ] cosu #

Last Published: 09/06/2018 13:24 BST [Version:3]
Current Status: Published

Key policies are Device Settings o o .
1.  Enable Kiosk Mode : =

. . Advanced Settings COSU (Kiosk mode)
2. Enable Admin Bypass for Kiosk mode =

KNOX Settings

3. App package names should be added to the whitelist COSU Mode Type Show custom Home page with allowed Apps
[=] Android Enterprise
Settings - .
g APP IDs for whitelisted AppS com.samsung.android.calendar Android 6.0+ (DO)
’3& Passcode To make the application part of a folder specify the
com.sec.android.gallery3d
@ Security
om.adobe.resdar
D Restrictions
& Accounts Set device to Kiosk mode Immediately Android 6.0+ (DO)
=. App Compliance
Keep device on when plugged in Android 6.0+ (DO)
cﬂ Yes
U«) ActiveSync
"3‘ Wi-F Enable Widgets .
0 Android 6.0+ (DO)
Enabling this feature will allow users to add or Yes
[y} VPN delete widgets on the device
L
|=_| Certificates Auto upgrade Kiosk :
1 Android & 0+ (DO)

- Yes

Enable fo upgrade to latest kiosk for 5.75+
@ Browser
fan . Enable Admin bypass for Kiosk mode
COSU (Kiosk mode .
o mode) ) Cookie Preferences
Allows user to enter a admin-defined passcode to Yes

P~ temnnrarilv dizahla Kinek moda
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Android Enterprise: Dedicated Device (COSU) < Knox

Android Enterprise Company-owned Device Deployment

To enroll your device as an Android Enterprise Company-owned device, you need to ensure the device is factory reset and at the

welcome screen. From here, there are 3 ways you can enroll your device into Workspace ONE UEM as an Android Enterprise Company-
owned device.

1. DPC Identifier [Also known as the hashtag method] afw#maas360
2. QR Code Enrollment / NFC Enrollment -

. scan QR code (MaaS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> QR Code
for Android Enterprise DO Provisioning)

3. Knox Mobile Enrollment (MaaS360 Portal -> Devices -> Enrollments -> Other Enrollment Options -> KNOX
Mobile Enrollment)

« Below is ascreen-by-screen play to enroll your device using the DPC Identifier method:

Check out some info Bring your old data
to for quick

: [ — 1. [
Let's go! oo ‘ . o
PN =S| e
® - +12]3]4]5]s]7]5]5]0
=R =
Click Start Accept Skip Import  Enter afw#maas360 Install MaaS360 Install MaaS360 Accept & Setting Up Enter email and Enter Review Steps Accept Terms  Configure Google Setup Finished
arrow Ts&Cs of Old Data and click next MDM app MDM app Continue Work Device Corporate ID Credentials And Continue and Continue  Account - Continue  Click Close Device Enrollment

Successful!

___________ Kiosked
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Managed Google Play Configuration % Knox

Managed Google Play Configuration

In the Configuring Android Enterprise section of this document, we completed the majority of the work needed to configure applications
to be used for Managed Google Play. All we have left to do is the following:

« Navigate to https://play.google.com/work and log in with the Gmail account you bound to IBM MaaS360 in the Configuring Android
Enterprise Section.

« Search for the App you want to distribute. For example; Samsung Email

« Click the APPROVE button.

« APPROVE the App Permission request

« Choose how you would like to handle new app permission requests and then click SAVE
* You will now see your app lists in your My managed apps page

APPROVAL SETTINGS NOTIFICATIONS
Google Pla Search “ l .
> ? 4 Samsung Email
Samsung Emawl N o
42pril 2019 - B Everyone Samsung Electronics Co., Lid.
Pmd n ly

» Featured Work Apps

iﬁl@l*l@rf

Samsung Email How would you like to handle new app permission requests?

Samsung Electronics Co, Lid

® Keep approved when app requests new permissions.
Users will be able to install the updated app

m
-+ _——
CamScanner - WPS Office - Dropbox Job Search b Slack DocusSign - Up TreHo Revoke app approval when this app requests new permissions.
INTSIG Informatios Kingsoft Gffice 'SI‘ Dropbox, Inc. ZipRecruiter, Slack Technologies | DocuSign nnp will be remaved from the store untl 115 reapproved
Lpp will be remaved from the store Tisrezpprove
oneo f: information abol the device,
. ) ch browsing t ind bookmark:
Works with G Suite
i m A, lcbiledata s CANCEL
Apps for making work easier Uses settings that control Internet {raffic over mobile data
& Identity .
You are acoepting these permissions on behaff of your organisation
O 0
DocuSign-Up Asana org nvoice & Tm Smartsheet Wrike - Project nsightly CRIM Dialpad
DocusSign Zoho Cor ion Smarisheet Inc. Wrike Inc. Insightly Inc. Dialpad, Inc
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Managed Google Play Configuration % Knox

Managed Google Play Configuration
Now we have approved an application we would like to distribute in IBM MaaS360.

« Loginto your IBM MaaS360 Console and navigate to the tenant you have configured Android Enterprise
« Navigate to APPS->Catalog and click Add->Android->Google Play App

» Click Add via Managed Google Play Store

« Select the Samsung Email app we approved in our Managed Google Play Store.
« Click APPROVE

Samsung Email
Samsung Electronics Co., Ltd. - April 4, 2019 - & Everyone
Productivity

IBM MaaS360 | Watson

HOME DEVICES USERS SECURITY

IBM MaaS360 | Watson

HOME  DEVICES USERS  SECURITY APPS DOCS  REPORTS  SETUP 2ogle Play App
App Catalog o EN s op peats
' i0s AﬁdcﬁlAppﬁ [ o Add via Managed Google Play Store (] Add via Public Google Play
Type Di... S - -
App ... Name yp Categ... Install... Android =
. GoTaMeeting - Video Conercridlg & Onlne less than s Errgadenone
in Ve .
Lﬂ View | Distribute | Delet... P , Google Play samsung email n
eTpTiSET A for-Amroid
& Upload y wn private ante Android App
Ea= QR code reader / QR Code Sc . I',,’ss HEn - FeEs e SR
Elg.:if View | Distribute | Delet... TCOLS 6 - &, Private App for Android Enterprise A prﬂ
Select a Play Privat= App '
) ) . less than 1|
Knox Service Plugin - Wind
o W susiess 10 ves  mmg Windows
View | Distribute | Delet. .. o
|: Web App
- \dd a browser URL (Web Clip)
M Gmail m oy eSS
view | Distrbute | Delet. WP CATION - to App Bundles
o Search and pick from your app catalog Samsung Em Microsoft Out Blue Mail - Err Email -Fast &
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Managed Google Play Configuration

Managed Google Play Configuration
* You will now see the apps you approved imported into the App Catalog.
 Now we have imported the app, next we need to assign it to our users.

« Select the Distribute button under the app you wish to distribute and select a relevant group of users and Click Distribute.

IBM MaaS360 | watson

HOME DEVICES USERS SECURITY APP3S DOCS

Distribute App: Samsung Email

App Catalog Target Group WV | | AE Work Profile v
Type
App ... Name Categ... Install |:| Send Notification |:| Send Ema
) less th
Samsung Email i opuc
o i — ' P'_:{ F'L T Cancel
Wiew ||Distributz || Delet. . MITY ﬂ
. GoToMeeting — Video Confere & Online .. = iy D 12472014 U0 40 B _
Lﬂ e e [T BUSINESS 10 Yes No No - 216.2.4
less than
[E15[s] QR code reader / QR Code Sc r L 0&6/M12/2010 06:26 BS
m%;z o ﬁ TOOLS 10 fes  No Yes - N 307
= \View | Distribute | Delet. .. W T
. . less than
Knox Service Plugin . A - 061272019 0626 BS
e i WP Busmness 10 fes  No  Yes E 6 o
View | Distribute | Delet. .. 'ﬂ' T

%= Knox

Distribute
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AppcConfig on IBM Maas360 % Knox

AppConfig

AppConfig enables you to send down application configuration profiles along with your managed apps when you distribute them
through your Managed Google Play Store. This saves on having to have the UEM implement the required APIs for the app you are using
so you can remotely configure it. To use AppConfig on IBM MaaS360, follow the below instructions.

« Navigate to Apps Catalog and choose More->Edit App Configurations for the app you wish to send down a configuration for.
« Configure the relevant settings for your app

I B M M aas 3 6 0 witth App Configurations - Samsung Email o
atson
1

MNote: Settings defined in this section are applicable

only to devices enrolled with Android enterprise App
HOME DEVICES USERS SECURITY APPS DOCS REPORTS IS configurations of type bundle Array are supported

on Android 6.0+ enly

For native applications such as Gmail or Chrome app, settings under this section will override any settings configured on policies such as Browser Settings or

App Ca.talcg Exchange Active Sync for Android Enterprize enrolled devices

Mo configurations set for this App
Cancel Check for Settings Save

App Configurations - Samsung Email

App ... Name Type CHLBYUIES

MNote: Settings defined in this section are
applicable only to devices enrolled with Android

Samsung Email enterprise.App configurations of type bundle Array
- '3 H C D L .: T 'l,__.-'l T"-I-" are supported on Android 6.0+ only
View | Distribute | Delete | More...

For native applications such as Gmail or Chrome app, settings under this section will override any settings configured on policies such as Broy
Settings or Exchange Active Sync for Android Enterprise enrolled devices.

N GoTo [.;'leEtin.g —Video[ ™ - . B — I BUSINESS Exc:angeic:?ve:yncaccoums \istf:‘ -
AP ' i xchange ActiveSync account configuration:
Lﬂ View | Distribute | De App Distribution & Installation Details Settings below are used to setup Exchange ®

ActiveSync account

Email address: Email address

E—?% QR code reader /LR ppenone Distributions | TOOLS
E N R . I - User name: User name (login) to access account

View | Distribute | De

i i Account password: Account password

Knox Service Plugin | 94 App to Bundie |

N 1 I L EUSlNESS EAS domain: Domain to access EAS server

View | Distribute | Dg

Edit App Configurations m
Cancel

M Gnlall _ kAR AL TR AT
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Configure Knox Platform for Enterprise : Standard Edition < Knox

Knox Platform for Enterprise : Standard Edition

The Knox Platform for Enterprise solution provides a robust set of features on top of the core Android Enterprise platform, to fill security
and management gaps and meet the strict requirements of highly requlated industries.

The Knox Platform for Enterprise solution comes in a two tiered offering:
- Knox Platform for Enterprise : Standard Edition [FREE]
- Knox Platform for Enterprise : Premium Edition [FREE or $ (for some advanced options such as Dual DAR)]

Knox Platform for Enterprise : Standard Edition offers free additional policies you can use to provide enhanced security, manageability
and usability over your Samsung device fleet, running Android Enterprise on Oreo or above.

SAMSUNG
Knox Platform
for Enterprise

-y
l'l
Android
Enterprise
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Configure Knox Platform for Enterprise : Standard Edition < Knox

Configure KPE : Standard Edition on IBM MaaS360

* This is on by default with Android Enterprise on a Samsung Device
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Knox Platform for Enterprise : Premium Edition S Knox

IBM MaaS360 fully supports Knox Platform for Enterprise Premium Edition.
It does this by just adding in a Knox license key.

« Simply add the Knox license key to OEM Settings->Samsung License Management and Save

IBM MaaS360 |Waton IBM MaaS360 |t i

HOME DEVICES USERS SECURITY APPS DOCS REPORTS SETUP

Last Published: [Version:N.A] Current Status: Draft

HOME DEVICES USERS SECURITY APPS DOCS REPORTS SETUP

Groups

[=] Samsung License Management Show Private Groups Bulk Delete User Groups I

KNOX License Key

Device Settings

Advanced Settings

KLMO3-MDGDJ-D1BPJ-WFT1N-112\ PO With Knox 3.0 (24)+ T

Requires MaaS350 oo version £ 50+ Name " Policies Rule Sets Apps Docs Update..
KNOX SEnings equires MaasabU app version 0.2U
AE Work Profile o . o W Apk Extr |.dworking
Android Enterprise Users | Edit | Delete | More g2 Widanh. # B5C Sport msung.cc
Settings
SIDI Grou, Devices
[=] OEM Settings l::. I Change Policy - AE Work Profile X
Users | Edit | Delete | M .
Q Samsung License COSU Group ) :
Management Users | Edit | Delete | M Send Message 10S Policy Select a Policy Set hd
Knax CL Chanae Rule Set Android Policy Leigh AE Policy o
« Thenin Users->Groups choose More... and assign the new Policy to the group Windows MDM Pocy Select a Poicy Sel v

Auto assign to new users
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Knox Platform for Enterprise : Premium Edition S Knox

Android Enterprise BYOD Deployment with a KPE license key policy
Now all you simply need to do is enroll your device by completing the following:

« Onyourdevice, go to the Google Play Store, download the IBM MaaS360 agent, and enroll your device into your tenant.
« Alternatively, in a browser on the device, visit the URL from the Email invitation for the device:

N9 @ee S ) 1200 & @ ~ Tl & 1200 8 @ 1418 L 0B .8 IESERCE-E 1419 0B o=
&« Google Play Q i IBM MaaS360 I1BM MaaS360 IBM MaaS360 IBM MaaS360
IBM MaaS360 MaaS360 MDM for Android :Au(r’\cm‘x‘cva‘t‘e I Accept Terms a Configure Google Account
R ' — i Device il ==t Set up a work profile Creating '
_ "‘V‘ ‘ etails below to get access to your corporat ep. e 08 Aol 0% i You're about to set up a work Work proﬂle
profile that will be managed and
1 I - . monitored by your organisation. Work apps have a badge on them to
|.dworkin@samsung.com : distinguish them from personal apps.
rporate I 20010155 ﬁ
2
® & & Vv
mAEEOEDE DD L
qwilejrjtiyjulifjolp
READ MORE alslalelalnlilx]
Ra,,‘e,f.:s a‘,“f you think 2Rz xjcjviblnjmi e ::vi'ysav;\s:nvn Km l?v’i‘vn‘c;’?e!’i‘c‘yl f ‘\' :L:«,:\' ;\
< @ £ it le] e [ [oonliesd o -
mn (@] 4 1] (@] < 1 (©] M i | @) < ] O < | @) < | O < M
Visit URL in Samsung
Browser from  |nstall MaaS360 agent Checkemail  Enteruser credentials ~ Review Steps Accept terms Click Continue to Creating Device Enrollment  \york Tab Created
Email invitation. from Google Play Store and hit Continue & hit Continue & hit Continue and conditions  create Work Profile Work Profile Successful!
Click Install
XXX
‘o B [0 )
Contacts MaaS360 MyFiles Play Store ! What to look out for
*You can also enroll your device using the alternative IBM MaaS360 methods. For example QR Code. Extractar inthe Work Tab
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Knox Service Plugin [KSP] % Knox

IBM MaaS360 fully supports Knox Service Plugin.

IBM MaaS360 | Watson

HOME DEVICES USERS SECURITY APPS DOCS REPORTS

App Catalog

App ... Name Type Categories Installs and Pendin... Distributi...

Knax Service Plugin Y
' BUSIMNESS less than 10 Yes
"-:'ie-:e ete | More. . n

Distribute App: Knox Service Plugin p.4

Target Group ~ AFE Work Profile ~ @

|:| Send Motification |:| Send Email
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Knox Service Plugin [KSP]

IBM MaaS360 fully supports Knox Service Plugin.

IBM MaaS360

HOME

App Catalog

DEVICES

With
Watson

USERS SECURITY APPS DOCS

Name

Knox Service Plugin
View | Distribute | Delete | More...

GoTolMeeting —Video ™ T

View | Distribute | De App Distribution & Installation Details

QR code reader / QR

View | Distribute | De

Manage Distributions

=mail Add App to Bundle

View | Distribute | De

Edit App Configurations

Apk Extractor

REPORTS SETUP

App Configurations - Knox Service Plugin

Mote: Settings defined in this secticn are
applicable only to devices enrolled with Android
enterprise App configurations of type bundle Array
are supported on Android 6.0+ anly

%= Knox

For native applications such as Gmail or Chrome app, settings under this section will override any settings configured on policies such as Browser
Settings or Exchange Active Sync for Android Enterpnse enrolled devices.

Profile Name: vou can enter & profile name for
readability and ease of tracking and debugging, if needed
This is an optional field and will not result in any ermors

KPE Premium License key: Enter your license key if
you are using any premium Knox policy. You can skip this if
your UEM supporis Knox licenses. This is not applicable, if
you are using BlackBerry.

Verbose mode: Enable this to see policy result and
emors on the device. Recommend to enable this only

during your testing and not in final deployment.

Navsien naliciae IMasvien Chaoraacs & £

Cancel

Knox profile
KLMO9-HHKHE-7 ZF 8A-AJDFT-04WWT-QY HMX

MNo N

Reset to Defaults Check for Settings m
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Android Enterprise: KSP % Knox

Android Enterprise BYOD Deployment with Knox Service Plugin
Now all you simply need to do is enroll your device by completing the following:

« Onyourdevice, go to the Google Play Store, download the IBM MaaS360 agent, and enroll your device into your tenant.
« Alternatively, in a browser on the device, visit the URL from the Email invitation for the device:

R Sl 1200 & @ ] 1418 @ @ B - = o [ERVECECE-E I

1419 H OB - By 140@E

¢ Google Play Q i IBM MaaS360

IBM MaaS360 IBM MaaS360
IBM MaaS360 MM:;SégGOMDM for Android f‘g:r,‘,em“s_a‘tﬁ”m Accept Terms a Configure Google Account
— sz Set up a work profile Greating B —
e Jdedokinatipan, Work profile...
e Lo o : e e el R
por 20010155 )
a1 -
S N R AL i s hider i 123456178940
wan e smtiotsamin | L
Feoore alslalelalnlilcl
t zxcvbnama i ey e s .
< e o o i#]  j@] o ) | Jom |
il 0 < [ o] < [l o] v o i @) < i 0 < il o < " 0 < - =
= bl oopammmme. . __________oammmmeeo g o !
Visit URL in Samsung Install MaaS360 agent Checkemail  Enteruser credentials Review Steps Accept terms Click Continue to Creating Device Enrollment  \york Tab Created
Browser from  from Google Play Store and hit Continue & hit Continue & hit Continue and conditions  create Work Profile Work Profile Successful!

Email invitation.

Click Install ;ﬂ
Contacts MaaS360 MyFiles Play Store ) What to look out for
*You can also enroll your device using the alternative IBM MaaS360 methods. For example QR Code. Sxuacior inthe Work Tab
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Document Information % Knox

This is version 3.0 of this document.
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