New console

Policies

: Supported on Work Profile on
Company-Owned devices

Android Enterprise

Samsung Knox

XR

Device

Category Setting Sub-setting
Device controls| Work profile controls | Device controls| Work profile controls Device controls
Use camera (@) (@) O
Screen capture permission (@) (@) O
Factory reset ] O ©)
Developer mode ] ©)
Use mock location for testing O
Set limit for background processes O
Close apps if user signs out of device O
Safe mode (@) O
Install system updates O
Set time range (@)
System settings Set dates to block updates
Backup data on cloud ]
Set date and time (@) O
Change brightness setting ] ©)
Android Easter egg game ] ©)
Change language ] ©)
Always on display ]
Set user certificates O (€] O
Expand status bar ] O
Power off O
Use clipboard O
Change device settings O
Use microphone © O
Hardware controls Record with microphone o
Adjust volume o ]
Block use of certain hardware keys (@)
Make voice calls on non-Samsung devices (@)
Call and message Send text messages on non-Samsung devices [©)
Emergency alerts O
Change wallpaper ]
Set custom wallpaper ]
Wallpaper Home screen
Lock screen o
Wallpaper file
Show notifications on device ©)
Show error notification after app crash ] ©)
Show message for blocked settings ] ©)
Set custom short message ] ©)
Notification Set custom long message O ©)
Show custom message on lock screen (@)
Write message (@)
Set a message for profile wipe (@]
Write message (@)
Contact Upload contact list O [©]
Custom animation Boot animation o )
Shutdown animation O [©]




Security

Connectivity

Security settings

Take action if OS is compromised

Factory reset protection

Google users

0|0

Set encryption for device storage

O|10]0|0

Multi-factor authentication

Lock screen

Screen lock policies > Set default lock screen

Screen lock policies > Set custom lock screen

L Set minimum complexity

00|10

L Set minimum strength

Minimum length

Minimum letters

Minimum non-letters

Minimum lowercase letters

Minimum capital letters

Minimum numeric characters

Minimum special characters

olo|o|jo|o|o|o|e|o|o|o

O|o|o|o|o|o|o|o|o|o

Maximum sequential numbers

Maximum sequential characters

Set days before user must reset password

Limit wrong unlock attempts

Lock devices after a set number of hours

Screen lock history

Screen lock compliance violation

Block certain actions if screen is locked

000|000

Screen lock time changes by device user

Set maximum screen timeout allowed

©}

Certificate

Add Certificate policy

Connection settings

Share internet connection using tethering

Transfer files through USB

Use external SD card

ololojo|e|o|e|o|o|e|o|o

Write to external SD card

Use Bluetooth

o

Desktop connection

Search mode

Send files through Bluetooth

O|0|0

Control Bluetooth settings

Use Wi-Fi

00|10

00|10

Wi-Fi direct

Turn on airplane mode

Use VPN

Always on VPN

Use printer

O|0]0|0

Reset mobile data usage

Configure mobile network settings

Transfer data using NFC

Data connection control during roaming

5G network slicing

Wi-Fi setting

Wi-Fi (SSID)

O|0|0|10|0|0|0|O0|O|O|O

Bluetooth (UUID)

Phone Book Access Profile (PBAP) via Bluetooth

USB debugging

Wi-Fi

Add Wi-Fi Policy

APN

Add APN policy

Location settings

00|10




Location Location settings Allow collection of location data O [©] O
Set collection time O [©] O
App installation O [©] O
App uninstallation O [©] O
App installation from other sources ] [©] O
Skip app tutorials O [©] O
App controls Control apps from settings ] [©] O
Delegated scopes for apps ] [©] O
Runtime permissions for all apps ] [©] O
Exceptions list ] O O
Hide apps O [©] O
Activate certain pre-installed system apps ] [©]
App Block certain apps from running ] [©] O
Block certain apps from being uninstalled ] [©] O
App allowlist and blocklist Block certain apps from using mobile data ] [©] O
Block components from running in certain apps ] o
Allow or block certain apps from downloading [©]
Allow work and personal apps connection [©]
Check devices through Play Integrity ] [©] O
Set time period between checks ] [©] O
Google play Take action if device fails check during enrollment O [©] ]
Take action if device fails check after enrollment O [©] O
App verification using Google Play Protect ] [©] O
Homepage URL O o
Automatic app updates ] [©]
Add URLSs to allowlist or blocklist O [©]
URLs O o
Hide URL address bar O o
Web intents o o
Download files o o
X Screen capture O [©]
Knox Browser settings
Browser Add bookmarks o o
Upload files O o
Store cookies o o
Copy text O o
Text scaling O [©]
Ratio O o
Force page zoom O [©]
Default ratio O o
Common Browser settings Auto-completion in browser ] [©] O
Shortcut Add Shortcut policy O
Multi app mode O O
Single app mode O O
Web mode O @)
Basic settings ] O
Session timeout ] O
Screen saver O
Hide info icon (D) ] O
Screen saver ] O
Exit Kiosk mode attempt limit ] O
Take action if attempts are exceeded O O
Automatic app updates ] O
File uploads ] O
Copy text ] O
Run JavaScript ] O




Kiosk

User and profile

Kiosk settings

Utility settings

o

System status bar

Notification bar

Power off

Home button

Recent apps

Keyguard

Settings menu preferences

Select all

Wi-Fi direct

Bluetooth

O]0]10|0|0]|0|0|0

NFC

Mobile date

Device maintenance

Hotspot

Google account setup

Time zone

o]0

Flashlight

Accessibility

Location

Display

Lockscreen

Sound

Mobile networks

Airplane mode

O]0]0|10|0|0|0

Blue light

Language

Smart view

App outside kiosk

Advanced settings

Delete Kiosk app when policy is removed

O]0|0|0|0

Keep screen on when plugged in

AC charger

USB charger

Wireless charger

User and account

Add or delete account

Account type allowlist and blocklist

Accounts types

Select accounts to allow in Google Play

Accounts

0|0|0|0|o

O]0|0|10|0

User deletion

Google account

O|0|10|0|0|0|0|O|O|O|O|O|O[O|O|O|O|O|O[O|O[O|o|o|ofo|o|o|O|O|O|O|O|0|0|0|0|0|0|0|0

o




New console
Policies
1. Android Enterprise

Category

Actions

Android Enterprise

Fully managed

Fully managed (XR)

Work profile on
company-owned

Work profile

Perform action on device

Device

Lock device

©)

©)

Lock work profile

©)

Unlock device

Lock screen

Clear screen lock

O[O0

®)
®)
©)

Clear work profile password

Reset SD card

Play alarm sound

Push notification

OO

OO0

OO

Turn off device

Reboot device

Factory reset

App

Run app

Uninstall app

Install or update in-house app

Sync installed app list

Delete app data

Play Integrity

Register Managed Google Play Account

Knox manage

Push profile

Update Knox Manage agent

O[O0 |0|0]|0|10|0|0

Reset push token

Sync device information

O[O[OO|O|O|O|0]|0|0|10|0|0

O[O[O|O0|O0|0|0]|10]|0|0|0

Reapply Samsung Knox Wi-Fi policy

OO0

User and profile

Exit Kiosk mode

Update user information

e)[e)

Mobile network

Reset number of calls

Lock SIM pin

Unlock SIM pin

Activate eSIM cellular plan

Deactivate eSIM cellular plan

O[O[O|O|O|O|O|10|0|0|0 0|0 |0|O|O|O|O|O|o[ofo OO0

Oo[o[o|Oo|0]|0

Collect Embedded Identity Document (EID) information

ofofo|o|o|o|0

Certificate

Delete a user certificate

@)

Delete a work profile user certificate

@)




Delete admin-installed certificate

Delete all work profile user certificates

Delete a CA certificate

@)

@)

Delete a work profile CA certificate

@)

@)

Diagnostics

Collect bug report

Collect audit log

Collect device diagnostics log

Common

Common

Ping device for location

View device location

Manage device tags

Launch Knox Remote Support

Update license

Unenroll device

View device log

Check compliance status

View device deletion log

Download devices as XLSX

Delete device

O[O[O|O|O|O|O|0|0|0|10|0|0|0

O[O[OO|O|O|O|0|0|0|10|0|0|O

O[O[O|O|O|O|O0|0]|0|10]10]|0]0

O[O[O|O|O|O|0|0|0|10|10|0|0






